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COPYRIGHT AND LEGAL NOTICES

Copyright © 2020, DataMotion, Inc. (“DataMotion”). ALL RIGHTS RESERVED.
Your right to print, copy, reproduce, publish, or distribute this document or parts of this document is limited by
copyright law.

DataMotion is a registered trademark of DataMotion, Inc.
*All other brand and product names are trademarks or registered trademarks of their respective companies.

All contents of this document are furnished for informational use only and are subject to change without notice
and do not represent a commitment on the part of DataMotion Inc. and its affiliates or subsidiaries
(“DataMotion”). Reasonable effort is made to ensure the accuracy of the information contained in the document.
However, DataMotion does not warrant the accuracy of this information and cannot accept responsibility for
errors, inaccuracies or omissions that may be contained in this document.

IN NO EVENT SHALL DATAMOTION BE LIABLE FOR INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES OF ANY KIND ARISING FROM ANY ERROR IN THIS DOCUMENT,
INCLUDING WITHOUT LIMITATION ANY LOSS OR INTERRUPTION OF BUSINESS, PROFITS,
USE, OR DATA.

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH DATAMOTION
PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY
INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED
IN A SIGNED AGREEMENT BETWEEN YOU AND DATAMOTION, DATAMOTION ASSUMES NO
LIABILITY WHATSOEVER, AND DATAMOTION DISCLAIMS ANY EXPRESS OR IMPLIED
WARRANTY, RELATING TO SALE AND/OR USE OF DATAMOTION PRODUCTS INCLUDING
LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE,
MERCHANTABILITY, OR INFRINGEMENT OF ANY INTELLECTUAL PROPERTY RIGHT OF A
THIRD PARTY.
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INTRODUCTION

This release note provides information about the DataMotion SecureMail Release 5.51. The release information
includes a summary of new features, issues resolved, and known limitations. This release marks the inclusion of a
number of new features including multi-factor authentication and SAML based authentication. Please be aware
that Internet Explorer is no longer supported as of this release.

For more information about the product, including installation and configuration, see Documentation on page 9.

Refer to www.datamotion.com for product updates and for information about support policies, warranty
coverage, and service offerings.

SYSTEM REQUIREMENTS
SUPPORTED PLATFORMS

Browsers
Microsoft Edge

Firefox (current version)
Chrome (current version)

Safari (current version)

Mobile Devices
Apple iPhone

Android Devices

Server Operating Systems
Windows Server 2012 R2

Windows Server 2016

SQL Server

SQL Server 2012
SQL Server 2014
SQL Server 2016
SQL Server 2019
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Gateway
Gateway 4.18

NEW FEATURES IN THIS RELEASE

SAML

This release marks the inclusion of SAML into the DataMotion platform. This feature can only be configured
by administrators of a tenant on the platform and will allow the usage of SAML authentication for Single Sign
On (SSO) after uploading a proper certificate to the system.

SAML API FUNCTIONS

With the inclusion of SAML into the platform, a set of APIs that can be utilized for authentication purposes
have been included as well. These APIs can be utilized by any tenant that has been configured for SAML
authentication.

SELF SERVICE CENTER

A full self service portal is being made available for this release that will allow users to manage all of their
DataMotion products that they have signed up for.

MULIT-FACTOR AUTHENTICATION

This release marks the addition of multi-factor authentication to the DataMotion platform. Once configured
it will be possible for users to receive an email or authenticator code to provide an extra layer of security for
logging into the DataMotion platform.

REPLY TO FUNCTION

It is now possible to add a reply to header to messages in order to change the reply address for secure
messages. This feature must be enabled on the sending user and all users who receive messages with the
appropriate header will reply to the Reply To address included in the message by the sender, as opposed to
the original sender’s From address.
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CHANGES AND ENHANCEMENTS MADE IN THIS RELEASE

REDESIGNED MOBILE SITE

The mobile website has been completely redesigned as of this release with a more modern look and feel. This
site is fully compatible with any Android or Apple iOS device. Please note that the full site button previously
located on the mobile site has been deprecated as of this release and will no longer be available.

SINGLE SIGN ON CHANGES

The single sign on identity providers made available to users for logging into the web portal have been
changed as of this release. They now include the following choices:

n Google
n Apple
n  Microsoft/Office 365

MESSAGE NOTIFICATIONS CAN BE CUSTOMIZED FOR COMPANIES

The message notifications that are sent out as part of the standard message flow can now be customized for
each company on the system.

SECURE CONTACT
It is now possible to embed subjects into Secure Contact links as of this release.

OUTLOOK ADD IN
The Outlook button add in has been upgraded to version 5.0.28 as of this release.

FILE UPLOADER
Multiple files can now be added at once on the Compose screen as of this release.
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RESOLVED ISSUES

The following-reported issues have been resolved in this release. If this a Maintenance Release, the most recent
Maintenance Release is listed first. (Note that some Maintenance Releases may not be listed because they do not
always require documentation).

Table 1. Resolved Issues

Original Issue Description/Resolution Notes
Inline image Inline images were being appended to the email Only affects the web
inconsistency in when pasted over other inline images that were portal.
emails already in place. This has been corrected.
Spellchecker issues Spellchecker was auto-correcting certain things like Sonrlélaf;?;tfotrhe web
names incorrectly. This has been fixed. ticket#10152217
DKIM domains not DKIM domains could not be edited when clicking Only affects the web
editable the pencil icon. This has been fixed. portal.
Show Text Body link The Show Text Body link dramatically changed Only affects the web
changes inline images inline images on the web portal. This has been portal.
fixed.
Web portal text The text editor on the web portal Compose screen Only affects the web
editor border. was able to extend beyond the header border and portal.
looked odd. This has been fixed.
Signature on the web Sometimes adding a signature on the web portal Only affects the web
portal text editor text editor would cause the editor to disappear. This portal.

has been fixed.

Incorrect POP3 Messages received over POP3 would sometimes Only affects POP3. Fix
timestamps have incorrect timestamps. This has been fixed. for ticket#10190853
.Ch'ld co-branding Child co-brands would sometimes show CBName Only affgcts the web
ISSUE. must be unique error. This has been fixed portal. Fix for

g | : ticket#10190638
SecureMail MID in The MID variable of a message has been added to Fix for ticket#10192236
notices notices NoticeRegRec and NoticeUnregRec.
Cipher issues from Fix for ticket#10187104

penetration test
results

All cipher issues have been resolved.
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Description/Resolution

The minimum password length has been increased

Notes

Affects all newly created

length to 12 passwords. Fix for
' ticket#10188475
Limit notification Template for the over limit notification not Fix for ticket#10188218
updating. This has been fixed.
SafeTLS delivery Securely delivered via SafeTLS added to message Fix for ticket#10185387
tracking tracking for messages delilvered via SafeTLS.
Read number change The #read in the portal has been changed to Fix for ticket#10185500
in portal message .
. include SafeTLS.
tracking
Okta sign out issue This issue has been fixed. Fix for ticket#10184471
SecureContact When logging in with an SSO provider the Secure Only affects the web
loading page Contact loading page would be the member center portal and Secure Contact
instead of the message. This has been fixed. users.
Inline video issues When there were multiple inline videos (2 for Only affects the web
example) the second one would be missing in the portal.
view message screen. This has been fixed.
SafeTLS would send Sometimes notifcations would be sent out along Only affects SafeTLS
notifications with SafeTLS messages. This has been fixed. users.
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KNOWN ISSUES

The following are known issues in this release.

Table 2. Known Issues

Description

There are no known issues in this release.

DOCUMENTATION
The following documentation is associated with this release:

Table 3. DataMotion SecureMail Release Documentation

Doc. PN Pub. Date Title Updated
050004-07 10/19/2020 Datamotion SecureMail User Guide No

10/19/2020 DataMotion SecureMail No
050006-08 Administration Guide
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