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REVISION HISTORY

This section summarizes significant changes, corrections, and additions to the document. The
history appears in chronological order with the most recent changes listed first.

Version 4

Added to the Reports section in Chapter 1) DataMotion Direct Company Administration, the new Group
Mailbox Access Report on page 41.

Version 3

Documented new features including company hierarchy administration, which supports
administration of a company tree structure, allowing administrators to manage users for tenant
companies.

Chapter 1) DataMotion Direct Company Administration

n  Moving Existing Users (on page 33): Added this new section describing how
administrators can move existing users to tenant companies and among tenant
companies.

n  Who Sets up a Cobrand? (on page 20): Updated this Cobranding section to highlight the
ability for administrators to set up cobrands.
Version 2

Chapter 1) DataMotion Direct Company Administration
Added new information on Company Cobranding:
n  Company Cobranding (On page 14).
n  Cobranding the Web Portal (On page 19).

Added new description of the differences between Administrators who perform Company
Administration and Super-Administrators who perform Multi-Company Administration:

n  DataMotion Direct Administration Levels (On page 14).

Version 1

Initial version of this document. This document assembles content from previously published
documents. Information in this document was previously published in the following
documents:

n  DataMotion SecureMail Administration Guide (last published August 27, 2012) has been
incorporated into Chapter 1, “DataMotion Direct Company Administration.”
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n  SendSecure Button for Microsoft Outlook: Group Automatic Distribution via Group Policy
Management (last published October 27, 2011) has been incorporated into Chapter 2,
“DataMotion Direct Integration with Typical Environments.”

n  SecureMail for Lotus Notes Installation Guide (last published October 27, 2011) has been
incorporated into Chapter 2, “ DataMotion Direct Integration with Typical Environments.”

n  DataMotion eForms Overview [AppNote] (last published December 15, 2011) has been
incorporated into Chapter 3, “SecureForms Standard.”

n  DataMotion eForms Cookbook [AppNote] (last published August 21, 2012) has been
incorporated into Chapter 3, “SecureForms Standard.”
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About This Publication

ABOUT DATAMOTION DIRECT
This publication describes how to manage DataMotion Direct.

DataMotion is a Health Information Service Provider (HISP), and DataMotion Direct is the HISP
message transport service that the company provides. DataMotion Direct follows the national set of
specifications and standards on Direct Exchange or Direct Messaging from the Direct Project
(http://directproject.org/). The Direct Project specifies simple, secure, scalable, and standards-based
methods for the exchange of authenticated and encrypted Protected Health Information (PHI)
among trusted recipients over the Internet. This enables messages to be compliant with HIPAA and
HITECH regulations, as well as conforming to Meaningful Use Stage 2 criteria issued by the Office
of the National Coordinator for Health IT (ONC).

People who use DataMotion Direct include healthcare providers and care team members, patients,
laboratories, hospitals, clinical systems, pharmacies, business associates, and health insurance
providers. DataMotion Direct users can securely exchange a variety of sensitive data, including
patient intake forms, electronic invoices, summary of care documents, large images, and other
clinical healthcare data, as well as private or confidential messages and other communications. With
integrated large file support, DataMotion Direct seamlessly delivers documents, images, and other
large files, eliminating a significant bottleneck in healthcare data exchange.

INTENDED AUDIENCE

This publication is intended for a technical audience, including system administrators and system
integrators, primarily those who are responsible for the management of DataMotion Direct. They
are not expected to be security experts, but knowledge of security policies and email is helpful.

Additional technical documentation, as well as user documentation, is also available from
DataMotion. See DataMotion Documentation (on page 11).
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DATAMOTION DIRECT PLATFORM OVERVIEW

The following information describes the DataMotion Direct platform, including the components of
the User Interface (for end-users) as well as the System Interface (for developers). While an
understanding of the DataMotion Direct platform is not needed to use the product, this broader
picture of DataMotion Direct may interest those who like to understand the larger context for what
they are doing.

DataMotion offers a technology architecture in DataMotion Direct that is mature, robust, scalable
and time-tested. The following DataMotion Direct Platform Block Diagram shows the
DataMotion Direct User and System Interfaces (a description follows the diagram).

DataMotion Direct Platform Block Diagram

/DataMotionDirect
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The left side of the diagram shows the DataMotion Direct User Interface. The User Interface has
been designed for simplicity and ease so that end-users can accomplish the secure transport of
messages and data in the quickest way possible. The User Interface components of the block
diagram represent the principal aspects of the system as experienced by users. This includes:

n A Webmail Portal and Email Client Integration for sending and receiving secure
messages

n SecureFileTransfer for sending files securely (including large files), and
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n Inbound Contact for enabling secure incoming messages and data from any person.

The DataMotion Direct Administration Guide contains instructions on using the Webmail Portal, Email
Clients, and SecureFileTransfer. The information on using Email Clients is divided into categories
specifically describing how to use tablets, smartphones, and desktop clients such as Microsoft
Outlook*.

Although not addressed in this manual, the right side of the diagram shows the DataMotion Direct
System Interface. The System Interface has been designed for partners, developers, system
integrators and administrators so that they can quickly and easily deliver Secure Messaging and Data
Transfer to their clients and customers.

PRODUCT TERMINOLOGY

Because the various technology components shown in the DataMotion Direct Platform Block Diagram
have been time-tested, they have acquired synonyms in the documentation that are useful to know.

The following table provides synonyms that you may encounter for some of the User Interface
components. The synonyms may refer to the component or an identifiable part of the component.

Synonyms for User Interface Components

Component Sometimes Referred to as:

Webmail Portal Web Portal, DataMotion SecureMail Portal

SendSecure Button, Desktop Client Program,

Email Client Integration Email Client Add-In

Electronic Forms eForms, SecureForms

Inbound Contact SecureContact and SecureContactMe

HOW TO USE THIS PUBLICATION

The DataMotion Direct Administration Guide contains detailed information on the integration,
maintenance, and administration tools provided by DataMotion to companies implementing and
customizing DataMotion Direct.

The chapters are written independently and can stand alone to minimize dependencies between
them. The content is organized as follows:
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About This Publication.
Provides an overview of the content of this publication and how to use the publication.

Chapter 1) DataMotion Direct Company Administration
Describes how to manage your DataMotion Direct accounts, including how to use the
Admin Console tools for report generation, cobrand creation, and user administration
(e.g., adding, changing, or deleting users, setting user type privileges, managing
passwords, and managing security questions).

Chapter 2) DataMotion Direct Integration with Typical Environments
Describes how to integrate DataMotion Direct in some typical environments, including
step-by-step instructions for installing the SendSecure Button add-in, which allows users
to send secure messages from within their normal email interface.

Chapter 3) SecureForms Standard

Describes how to create DataMotion SecureForms Standard, including PDF and HTML
SecureForms, and how to access SecureForm data.

RELATED INFORMATION

DATAMOTION DOCUMENTATION

n  DataMotion Direct Software Development Kit Technical Reference Manual for Visual Basic (part #
050001)
Documents the Application Programming Interfaces (APIs), and system development,
maintenance, and administration tools for developers.

n  DataMotion Direct Software Development Kit Technical Reference Manual for Java (part # 050015)
Documents the technical specifications and uses of the SDK in a working environment,
and also outlines code samples.

n  DataMotion Direct User Guide (part # 050003)
Provides instructions for using the products.

Additional documentation is available on many other topics. Please contact DataMotion
Customer Service for more information.
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1

DataMotion Direct Company Administration

DATAMOTION DIRECT FEATURE OVERVIEW

DataMotion Direct provides secure message delivery with integrated tracking. Designed to easily fit
into existing work flows, DataMotion Direct leverages standards-based technology such as SMTP,
SSL, TLS and AES encryption to ensure compatibility with how you work and while providing
maximum security.

DATAMOTION DIRECT FEATURES

DataMotion Direct is a highly flexible platform which can provide a variety of secure transport
services for your organization. Using DataMotion Direct, your organization can securely send
messages, files and forms as well as have outside organizations or even customers securely
contact you.

A short list of features available to you through DataMotion Direct is:

n

n

n

Secure message delivery

SecureContact.me to allow anyone to send inbound secure messages to your users
No software is required by the recipient

Web Portal for sending, receiving and tracking messages

Customization of the Web Portal with company cobranding for a branded user
experience

Multiple delivery methods for secure messages including web notifications and encrypted
PDF attachments

Large attachment delivery outside the limits of your mail servers

Message tracking including when it was delivered and when it was opened
Automatic message expiration

Secure replies from recipients
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n Consolidated-Clinical Document Architecture (C-CDA) Document Viewer with print
feature

n Address book with Health Provider Directory (HPD) search capability

DATAMOTION DIRECT MESSAGE FLOW

The basic flow of messages through DataMotion Direct does not differ much from the flow of
messages without DataMotion Direct. Messages can be sent to the system through a variety of
interfaces depending on your needs and use, and can also be delivered through multiple
mechanisms.

In general, the message flow when using DataMotion Direct is as follows:

1. The message is sent to the DataMotion Direct service.

2. The message is processed and the recipient list is determined. For recipients that do not
already have DataMotion Direct accounts, a “recipient” account is created for the user.

The message is placed in the Inbox for each recipient.

4. The recipients are sent notifications that a new message has been securely delivered to
them.

5. The recipients follow the embedded link in the notification message to access the Web
Portal to read the message. First time recipients are enrolled when they come to the
portal for the first time.

6. Tracking information is recorded for the sender when the message is delivered and read.
7. The sender is sent a receipt that the message has been read.

SECURECONTACT.ME

SecureContact.me is a feature where someone can send you a new secure message, not just a
reply to one you have sent. This feature is available for all your users and provides a simple
method for someone to securely send new inbound messages that are not replies to previous
ones.

SecureContact.me works by providing each user with a simple, unique URL in the form:
https://securecontact.me/zmoore@galacticseats.com

This URL can be placed into a message signature, on a business card or a profile page. When
someone clicks on the link they will be taken to a page where they can send a new secure
message directly to the specified message address, but to no one else.

Each user will have a SecureContact.me link under their My Account heading in the Member
Center. When they click on this link it will generate the specific URL for that user and provide
them with information about how to copy and use the link.
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COMPANY COBRANDING

Company Cobranding is a feature of DataMotion Direct that allows an organization/company
to place its brand identity on the DataMotion secure messaging portal. The simplest cobranding
can include a company logo (with a hyperlink on the image), a custom color, and other options.
You can also use HTML coding in place of the image for advanced cobranding customization.

Cobranding can reinforce one’s brand identity, as well as provide a familiar look and feel that
encourages adoption of DataMotion Direct by employees and customers.

See Cobranding the Web Portal (0n page 19) for detailed information.

DATAMOTION DIRECT COMPANY ADMINISTRATION OVERVIEW

DataMotion Direct Company Administration allows you to manage the DataMotion Direct
accounts for your company or organization.

For the difference between Company Administration and Multi-Company Administration, see
DataMotion Direct Administration Levels (below).

EXAMPLE COMPANY

Throughout this publication, a fictitious, example company called Galactic Seats is used to
illustrate how to perform administration, including cobrand creation, user administration, and
report generation.

DATAMOTION DIRECT ADMINISTRATION LEVELS

There are two levels of DataMotion Direct administration used by different types of customers.
Although the majority of customers perform Company Administration, some larger customers
have contracted with DataMotion to oversee the administration of multiple companies. This
higher level of administration is referred to as Multi-Company Administration.

Company Administration refers to the management of DataMotion Direct for a single
company. It provides company Administrators with tools for user administration, cobrand
creation, and report generation. The company may be an autonomous business entity, or it may
represent a division, branch, department, business unit, subsidiary, affiliate, etc., that is
associated with a larger organization. The information in this chapter primarily describes
Company Administration.

Multi-Company Administration refers to the management of DataMotion Direct for multiple
companies or organizations. It requires a higher level of authority to perform Multi-Company
Administration. Typically, Multi-Company Administration can be performed by a DataMotion
partner or a larger corporation under special agreement with DataMotion. This central
“landlord” company manages the DataMotion Direct accounts for the “tenant” companies or
organizations it serves. In DataMotion Direct administration, the landlord company is also
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known as the Default Company.

The Default Company is actually the top-level company on the DataMotion Direct server
under which all other companies or organizations are created. The administrator of the default
company manages the settings for the company and also has the ability to create and maintain
subordinate companies, among other things. It’s also important to note that a company can
only have one parent company, while the parent company can have multiple child companies.

The information in this chapter documents the administrative tools used by DataMotion Direct
administrators for Company Administration.

Administrators can manage users within their own company, and if a company hierarchy exists,
they can also manage users for tenant companies, including moving existing users to tenant
companies and among tenant companies. For more information, see the following diagram and
Moving Existing Users (0n page 33).

DataMotion SaaS

Reseller Admin Admin Admin

| | |

| 1 L 1
d F E E d &
| 1 ‘
4 &
I v
R

Users Users
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USER TYPES AND PRIVILEGES

DataMotion Direct Company Administration is primarily focused on user administration. Your
company account will feature several user types with unique privileges based on the services you
have purchased.

The User Type is how privileges, permissions, capabilities, and configurations are assigned.
Based on the set of services your organization has purchased, DataMotion will provision several
User Types into your company account. Each User Type is identified by a descriptive name.

When you assign users to a specific User Type, they will receive the privileges and
configurations established by DataMotion for that User Type. A user can only be assigned to a
single User Type, but DataMotion can work with you to make adjustments to your User Types
if your users need different capabilities than what has been provided. (If the DataMotion Direct
account for your company is managed by a corporate parent or a DataMotion partner, their
admins will also be able to manage your User Types.)

There is always one User Type with administrative capabilities. Typically, it is named “Admin”
or has a name that ends in “Admin.” Only users assigned to an Admin User Type will be able to
access the Administration Tools described in this publication. Admin users have the ability to
manage users and use the cobranding and reporting tools.
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ADMINISTRATIVE TOOLS

The administration of your company account is performed through the links shown in the
Admin Console area of the Member Center. Only users who login with Admin privileges will
see the Admin Console.

Member Center

SecureMail 500 Admin: <zmoore@galacticseats com:

*Messages & Files *My Account *Download Console
Send New Address Book Client Downloads
Track Sent User Information
Inbox Preferences ¥Admin Console
Drafts SecureContact. me Administrative Tools
Folders Security Questions

The Administrative Tools will always be available for the Admin. The Security Questions will
only be available if this has been turned on for your company.

COMPANY CONFIGURATION

An Admin of any company that has a local installation will be able to view and modify various
sections of a company’s information within the Administrative Tools. On the Company
Information page a screen detailing this data, will be broken down into sections based upon
what can be viewed. The information of subtenants beneath the admins company can also be
seen in the same fashion.

N Confidential and Proprietary Information [#050005-04] E 1
DataMotion Direct Company Administration

. ; . . Page 17
Copyright © 2008 - 2014, DataMotion, Inc. All rights reserved.




“:DataMolion.  /Direct

Administration Guide v4

o e A —
T P
Coanad

Tiataat omgary et b chm f S e oty ok 3t (ol "y

ik

Pt s s 1 ey o
Rt Dl i
Fad lab L

|
g
3

3

'

¥ B GRAN AEAE A= § : I I

These settings are all of the settings that can be enabled by an integrator for an admin to view
and edit within the company. If your company information page differs from the one above,

the company’s integrator has not enabled them for viewing.
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COBRANDING THE WEB PORTAL

WHAT IS COMPANY COBRANDING?

Company Cobranding allows a company or organization to place its brand identity on the
DataMotion secure messaging portal. With cobranding, the message delivery notification sent to
DataMotion Direct recipients contains a link with a cobrand tag. When DataMotion Direct
recipients use this link to access the portal, it will take them to the cobranded portal. Also,
when senders log in to the portal, it will display their company’s cobranding.

The following login screens illustrate a few of the differences between a standard DataMotion
web portal and a cobranded portal.

Example of DataMotion Branded Web Portal Login

“=Data/Molion.

Hom Help
Login
Upon successful login, you can access your account to send and track your messages.
= Secure Member Login

Please enter your UserlD or Email Address and Password.
¥ Configure my language settings.
Auto-Detect Language -

UserlD or Email:

Password: | Enter |

[] Remember UserlD

Mot sure what your password is?
Click HERE to reset your password.

Security Status: Login is secured by an encrypted link (SSL) to our server.

':: FPowered by Databotion Copyright

Example of a Co-Branded Web Portal Login

GALAETIC SEATS

Home

Login
Upon successful login, you can access your account to send and track your messages.

& Secure Member Login

Please enter your UserlD or Email Address and Password.

¥ Configure my language settings.
Auto-Detect Language -

UserlD or Email:

Password: Enter

[] Remember UserlD

Not sure what your password is?
Click HERE to reset your password.

Security Status: Login is secured by an encrypted link (SSL) to our server.
e P oweered by Datahotion Copyright
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WHO SETS UP A COBRAND?

Administrators have permission to create cobrands for their companies. In addition, within a
company hierarchy, an administrator of the parent company can cobrand any of its subtenants.
It is also possible for an administrator of a subtenant to cobrand other subtenants beneath itself
within this new hierarchy. If no cobrand exists for a company, it will use the default branding,
which will be either the standard DataMotion branding or the standard cobrand inherited from
a corporate parent, or landlord company, that is established as the default company.

COBRANDING FEATURES
Cobranding features include the following:

n You can specify an Image (usually an organization or company logo) that will be
displayed at the top of all portal pages.

n You can specify a Hyperlink that will be used if users click on the image.

n You can specify a Custom Color that will be used for common style elements on web
pages, such as the login panel on the login screen, and the top menu bar and bottom
status bar common to the portal pages.

n You can insert HTML Coding to be used in place of the image and accomplish
advanced cobranding customization. The HTML can contain text, links, graphics, and
columns and follow an HTML style sheet.

n You can control how long to Allow users to stay signed in (days, hours, minutes)
without activity.

n You can specify whether to Filter Messages, which allows you to limit the messages
that users see in their mailbox to the messages related to the cobranded company. It is
primarily used to add another level of cobranding to the recipient experience. With
cobranded message filtering, the DataMotion Direct recipient’s mailbox will display only
those messages from or to the cobranded company as long as the recipient accesses the
portal using the notification message link.

CREATING A COMPANY COBRAND

1. Log in to your DataMotion Direct portal as an Administrator. (The URL for the portal
was determined during installation.) The Member Center page should be displayed,
similar to the following. (If it is not, click Member Center on the menu bar at the top of
the page.)

NOTE: Some of the items on the following screens may be different or may
not be shown on your screen depending upon your administrative rights.
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Compnss  Mambar Contar  Inbaz  Track Sani | agsul
Member Center

Help

Administrator: Rob Smith <rsmith@galacticseats.com:

*Mezzages & Files My Account TDawnlsad Console
Comgrss Adddress Book GClienl Doemboads
Track Semt User Information
nBox PrefEences wAdmin Consale
Dot
Faklers
Search Tracking Details.

TAccopunt Detalls
Sent Messages Being Tracked: O Total Messages Sent: O

Mzzzages in your inbeosc 0 Tolal Meszages Receied: 0
Actoun] Desk Space Lir 102 Gb Dk Spacie Avalkabie: 102 Gby

Numbser of Vieks: 61
Yo Last Vit G001 53600 PR (GRT-04.00)
Member Since: 652013

PP revered by DataMotor

2. On the Member Center page, click Administrative Tools. The Administration Console
is displayed, similar to the following.

“Data/Notion.

Compose Member Center Inbox  Track Sent Logout Help

Administration Console

wUser Account Management
Add, delele, update and view users

~Col s
Cobrand Management Console

wReports
Message tracking report
User logon report
User reports by message size, volume, date and summary
TotalView report

Form Tracking report

NP owered by DataMolion

Copyright

3. Under the Company Settings heading (or Server Settings heading), click Cobrand
Management Console. The Cobrand Console is displayed, similar to the following.
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Compose Member Center Inbox Track Sent Logout Help

Cobrand Console

1. Cobrand Information

(Create a New Cobrand)|s | XTo Edit an existing cobrand, simply select it from this list)

Company Name: =
Default URL:
Cobrand Color:

Top HTML (Optional):

Loaded Image (Optional):  [iimg/cobrand/ Clear Image I

Allow users to stay signed in[]
Filter Messages |

Select Image
| Browse...

2. Save and Apply

it Powered by Datahlotion Copyright

4. In the first field (which is a drop down list), select (Create a New Cobrand).
Fill in the applicable cobrand fields according to the information that follows:

» Company Name (optional) is a descriptive name that will be associated with the
cobrand. This name will be displayed in the Edit cobrand drop down list.

» Default URL (optional) is the URL where users are directed when they click on the
cobrand image. You must include the protocol/scheme (e.g., “http://”) in the URL.
If not specified, the URL will be the host server, e.g., http://www.datamotion.com.

» Cobrand Color (optional) defines the web color used for common style elements on
the web portal pages, namely, in the login panel on the login page, as well as the top
and bottom ribbon bars (menu and status bars) common to the portal pages. It is a
6-character hexadecimal identifier. The six-digit identifier is actually a hex triplet, or
three-byte hexadecimal number, used to represent colors in HTML, CSS, SVG, and
other computing applications. The bytes represent the Red, Green and Blue (RGB)
components of 24-bit “True Color,” ranging from 00 for least intensity to FF for
greatest intensity. (000000 is black or no color, and FFFFFF is white or all colors.)
This offers 16,777,216 different color possibilities. (Optional: You may precede the
color code with an # sign, which is common with hex color codes.)

You may enter a color code using the keyboard or you may use the built-in color
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picker tool. (The color picker tool will pop up when you click in the Cobrand Color
field.) To use the color picker:

SESEGA X

_I_

A) Point to the Color Selector box (the RGB “spectrum”) that is displayed, and
using the cross-hair cursor, click on a spot to select a hue.

B) To the right of the Color Selector box is a Shade Selector that allows you to select
a lighter or darker shade. Click and drag the slider triangle up or down to select a
shade, or click on a spot within the Shade Selector bar.

Most imaging software will also allow you to view and select hex color codes. The
ColorPix tool http://www.colorschemer.com/colorpix_info.php can be particularly
helpful when trying to match the color in an existing image or logo. You may also
use their on-line color tool to find a color.

NOTE: If you specify the color as #FFFFFF (white), it will result in ribbon bars that
cannot normally be seen (including the menu bar), because they will have white text
on a white ribbon bar against a white background.

» Top HTML (optional) allows you to accomplish advanced cobranding
customization by specifying a block of HTML coding to be used in place of the
cobrand image in the page header. The HTML can contain text, links, graphics, and
columns and follow an HTML style sheet.

(The page header is probably the most important element in the cobranding design,
and either the Top HTML method or the Select Image method should be used to
cobrand the page header. A selected cobrand image takes precedence over Top
HTML if any HTML code is inserted in Top HTML. To give the HTML precedence
when an image is also loaded, you must use the Clear Image button. If you want to
use a loaded image in Top HTML, you would first upload an image through Select
Image plus Save, and then copy the path of the Loaded Image into the Top HTML,
as well as any safe location on your computer, plus Save; then you can use Clear
Image to give the Top HTML precedence.)

NOTE: If the Top HTML field contains some boilerplate code, do not delete it
unless you intend to replace it with customized HTML.

» Loaded Image (non-editable field) displays the database server path and internal
filename for the uploaded cobrand image that was Selected and Saved.
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» Clear Image button immediately removes the image from the cobrand. This action
goes into immediate effect (a “Save” is not required to apply this action). It is
important to wait for the action to complete and then click the Quick View button
to see the result. Clear Image is only used to remove an existing cobrand image and
give Top HTML precedence. It is not necessary to use Clear Image to replace a
cobrand image (in this case, simply select another image). Clear Image does not
remove the image from the database, so it can be referenced in the Top HTML, as
long as you stored a copy of the Loaded Image path and file name so you can
reference it.

» Allow users to stay signed in (optional) allows you to enable those users who login
through the cobranded portal the opportunity to stay signed in for the time period
that you specify here. You can specify how long in days, hours, and minutes these
users can be signed in without activity. When you click the check-box to put a
checkmark in it, the controls for selecting Days, Hours, and Minutes will appear.

Allow users to stay signed in

For Days Hours minutes

When users log in through the cobranded portal, it will offer them the option to
select the login time that you have specified:

Passwurd:i Enter |

] Keep me signed in for 0 Days 0
Hours 15 Minutes Unless | logout
{uncheck if on a shared computer)

» Filter Messages (optional) allows you to limit the messages that users see in their
mailbox to those messages related to the cobranded company. It is primarily used to
add another level of cobranding to the recipient experience. With cobranded
message filtering, the DataMotion Direct recipient’s mailbox will display only those
messages from or to the cobranded company as long as the recipient accesses the
portal using the notification email link.

Note that the recipient cobrand experience will take priority over the sender cobrand
experience in those infrequent cases where this may occur. For example, if a
DataMotion Direct sender (“Joe”) from one cobranded company is also a recipient
of a DataMotion Direct message from second cobranded company, and Joe accesses
the portal by clicking on the link in the notification message, the portal will be
controlled by the second company’s cobranding, including any Filter Messages
setting.

» Select Image (optional) allows you to select a cobrand image (usually an
organization or company logo) that will be displayed at the top of all portal pages.
This provides an easy way to create professional branding without requiring the use
of HTML. Click the Browse button to find and select the image that you want
assigned to the cobrand. Image formats supported include GIF, JPG, BMP and
PNG. For the best viewing experience, your images should have 700 x 110 pixel
resolution. Images with widths less than 250 pixels will be aligned to the left of the
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navigation bar. (The page header is probably the most important element in the
cobranding design, and either the Top HTML method or the Select Image
method should be used to cobrand the page header. A selected cobrand image takes
precedence over Top HTML if any HTML code is inserted in Top HTML. To give
the HTML precedence when an image is also loaded, you must use the Clear Image

button.)

The following example shows the Galactic Seats cobrand with an image (company logo)
selected but not yet saved.

Data/Votion.

Compose Member Center Inbox Track Sent Logout Help

Cobrand Console

¥1. Cobrand Information

Company Name:
Default URL:
Cobrand Color:

Top HTML (Optional):

Loaded Image (Optional):

{Create a New Cobrand} (To Edit an existing cobrand, simply select it from this list)

Galactic Seats

hitp/hwww.galacticseats.com
SESEGA

Ifimgfcobrand.f Clear Image I

Allow users to stay signed in[]

Filter Messages

Select Image

|

@Seats—Logo_png Browse.__ D

2. Save and Apply

BEN P overed by DataMotion

Copyright

6. Click the Save Cobrand button to save your changes and apply the cobrand to the
company. (This also applies the cobrand to the browser/portal session until you override
it with a Quick View, another Save, or until you leave the website.)

The following example shows the Galactic Seats cobrand saved and applied.
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Compose Member Center Inbox Track Sent Logout

Cobrand Console

¥1. Cobrand Information

Galactic Seats (Galseats} (To Edit an existing cobrand, simply select it from this list)

Company Name: Galactic Seats
Default URL: http:/iwww_galacticseats.com
Cobrand Color: 5ESEGA

Top HTML (Optional):

Loaded Image (Optional):  |img/cobrand/7929091c-6494-43d1-a580- | Clear Image |
Allow users to stay signed in[]
Filter Messages O

Select Image
| Browse...

2. Save and Apply

Quick View
Quick View |

gt P owered by DataMotion Copyright

The creation of your cobrand is complete.

7. To verify the cobrand information was saved, select the cobrand in the Edit drop-down
list (which is alphabetized by Company Name with the Cobrand Name following in
parentheses), and wait a little bit until the cobrand fields are populated on the screen.
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GALAGTIE SEATS

Compose  Member Cenler  Inbox  Track Send  Logow!

Cobrand Console
1. Cobrand Information
|Galw:h: Seals (Gakeals) E| (Te Edit an existing cobrand, simply select # from this lst)
CBRame ks
Language: [=An Languages= [~
Comgary Name |zatactic seats
Dedault URL: I e, Galacticseats com
Cobrand Caolor: [RSESERA (e, #BO0H)
Top HTML (Optional):
Loaded lmage (Opbonal). I Ot S T e T = 2t I Clear Image I
Allow users to siay signed in [
Filler Messages (|
w2, Select Image
Elrcrevas,,
3. Upload and Save Cobrand
Save Cobrand
3. Quick View
CHulck Wiew

» When you select a cobrand, it immediately displays the color scheme on the cobrand
page.

» Once the cobrand information appears, you may edit it if desired, or click Quick
View to display the selected cobrand, including the image or Top HTML in the page
header. (The Quick View button is used to apply the selected cobrand to the
browser/portal session until another Quick View or Save overrides it or until you
leave the website.)

» After you have made any changes to the cobrand, click Save to Save/Apply the
cobrand.

» If you want to view the <Default> company cobrand, select the <Default>
company from the drop-down list, and then click Quick View. If you want to return
to using the <Default> company cobrand for this company (i.e., set the company to
use the default cobrand), select the <Default> company from the drop-down list,
and then click Save.

8. To get out of the cobrand display mode, log out, close the browser window, and then
open a new window to log back onto the portal.

This concludes the information on Cobranding.
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USER MANAGEMENT

To provide users with access to DataMotion Direct, you need to create accounts and have them
assigned to the proper User Type. Once users have been created, they will be allowed to login and
begin sending secure messages.

ACCESSING USER ACCOUNT MANAGEMENT
To manage your user accounts you need to login and access the Administrative Tools.

AR

Send New Member Center Inbox Track Sent Logout

Administration Console

¥User Account Management
Add, delete, update and view users

¥Reports
Message tracking report
User logon report
User reports by message size, volume, date and summary
TotalView report
Form Tracking report

mwered by Databotion Copyright

Click the Add, delete, update and view users link.

MANAGE USERS PAGE

When you first open the Manage Users view you may only see your own account listed. As you
add more users you will be shown a full list here when this is opened.

This page is where you will perform all the user administration for your organization.

Manage Users - (Galactic Seats)

Total Licenses: 50 Licenses Used: 11 Search i Selecta UserType...  ~

11 E-mail Login ID First Name Last Name Created LastNotice LastlLogin SentRec. Used
[T Ebiling@galacticseats.com 6/1/2011 6/1/2011 0 5<1 Kb
[[] Ehjones@galacticseats com 4/19/2011 4/18/2012 1 0«1 Kb
[T Enklein@galacticseats com jklein Joel Klein 5M1/2011 0 O0<1Kb
[[] Mjgates@galacticseats com 4/19/2011 5/11/2011 0 0«<1Kb
[T] Embranson@galacticseats com 4/19/2011 6/10/2011 1 1<1 Kb
[T EApjackson@galacticseats com 4/19/2011 B6/8/2011 4  1<1Kb
[C] =rsmith@galacticseats.com 4/19/2011 7/24/2012 19 38<1Kb
[[] Mzmoore@galacticseats.com 4/19/2011 8/24/2012 42 28 1Kb

Add Bulk Import Delete Close

This page will provide a snapshot of your company user accounts, including the number of
licenses you have and the number currently in use.

The Close link at the bottom will return to the Administrative Tools page.
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Finding your Users

As the number of users grows, you can quickly search for specific accounts using the
Search window. In the new hierarchy it is now possible for the parent company admins to
see not only users within their company, but every user in its subtenants as well. This can
be accomplished by selecting any of the parent’s subtenants and searching for users. The
results can be further filtered by selecting a User Type from the dropdown.

Search| |in |Se|edaUserType... v|

When searching it is possible to use wildcards to find multiple matches. The % symbol is
used for the wildcard. For example, searching for “r%” would return
rsmith@galacticseats.com in the picture above.

Additionally you can sort on any column by clicking on the column header. Clicking will
alternate between ascending and descending order on that column.

Viewing/Editing User Accounts

To see the details of any existing account, click on the message address for that user. This
will open the Update User page. From this page all the fields of an account can be edited.

Click Update User to save the changes to the account. See Adding New Users (below) for
information about the account properties.

Adding New Users

It will likely be necessary to add new users to your company account. To create a new user
account:

1. From the Manage Users page, click the Add link at the bottom.

L1 Eanan i g e AT, AL [T s e
] Edzmocre@galacicseats com AN BN A2 42 BB 1 Kb
[ Add]Buk mport Delete Close
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2. The Add User screen, similar to the following, is displayed:
Galactic Seats - Full Account - Add User

User Type: SecureMail 500 - *
E-mail Address: "
Password: Password Requirements (if entering a password)

® Minimum & characters in length.
® Must contain 3 of the following items:
- Uppercase Letters
- Lowercase Letters
- Mumbers
- Symbols

User ID-
First Name:

Last Name:

Phone:

Company:

Offers:
Employee ID

Optional Field

Account Status: Enabled

Button User? ||
Billing Information

Add User Close

3. Fill in the account information according to the information in the table that
follows.

The following table describes the properties associated with each user account.
Only the user type and message address are required when creating the account; all
other fields are optional.

NOTE: When you choose a new User Type, wait for the page to refresh before
starting to enter the properties.

User Account Properties

Account Property Description

Determines the privileges assigned to the user.
DataMotion Technical Support can provide
guidance about the privileges associated with
each User Type.

User Type

Message Address The message address for the user.

Assigns an initial password for the account. If
a password is not entered here, the user will be
sent a message to create a new password for
their account.

Password
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User ID Assigns a user 1D to be used for the login
instead of the user’s message address.
First Name User’s first name.
Last Name User’s last name.
Phone A contact phone number.
This is blank when adding a user. When
Company updating a user, it is auto-filled with the
company account name.
Offers This field is not currently in use.
Empoge 10 o e s e ton
Optional Field Free-form field for any other information.
Account Status Whether the account is enabled or disabled.
Button User This is auto-filled by the system.

The following example shows the Add User screen with information entered for adding

a Galactic Seats user.
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Galactic Seats - Full Account - Add User

User Type: SecureMail 500 -
E-mail Address: ein@galacticseats.com *
Password: Password Requirements (if entering a password)

® Minimum & characters in length.

* Must contain 3 of the following items:
- Uppercase Letters
- Lowercase Letters

- Numbers
- 3ymbaols
User ID: JKlgin
First Name: Joel
Last Mame: Klein
Phone: 123-456-7890
Company:
Offers: =
Employee 1D
Optional Field
Account Status: Enabled =
Button User?
Billing Information
Close

4. Click Add User link to create the user account, and a screen similar to the
following is displayed:

Galactic Seats - Full Account - Add User

uccessfully added: jklein alacticseats.com

User Type: SecureMail 500 -
E-mail Address: *
Password: Password Requirements (if entering a password)

# Minimum & characters in length.
® Must contain 3 of the following items:
- Uppercase Letters
- Lowercase Letters
- Mumbers
- Symbols

User ID:

First Name:

Last Name:

Phone:

Company:

Offers: (]
Employee ID

Optional Field

Account Status: Enabled -

Button User?
Billing Information

Add User

5. Click Close to return to the Manage Users page.
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The user account is now created.

Moving Existing Users

It is now possible for an admin to move existing users within subtenants. The admin is
capable of moving users between their company and subtenants beneath them, but they
cannot raise anyone above their company into the parent itself. Moving users can be
performed by:

1. Being on the Manage Users page and ensuring the destination and user type of the
user is correct:

“=Data/Volion.

Compose Member Center Inbox Track Sent Logout Help
Manage Users - (Bond Solutions Child) )
Total Licenses: 5 Licenses Used: 2 Search| |m |A” Users v" G0 |
2 Email Address Login IDFirst NameLast NameCreatedLast NoticeLast LoginSentRec.Used
allyl-
[l Eslage@ datamotion.com Ally 8/6/2014 8/6/2014 0 0<1Kb
kmill2557- .
O Estage @amail com Kevin 8/6/2014 8/15/2014 0 0<1Kb
| Bond Solutions Child ChildA v | Load User Types | SecureMail 500 v| Move Users

L

Add Bulk Import Delete Close

BFowered by Datahotion Copyright

2. Click the check box next to the user you wish to move, and then click the move
users button.

Data/Votion.

Compose Member Center Inbox Track Sent Logout Help
Manage Users - (Bond Solutions Child) .
Search AllL G
Total Licenses: 5 Licenses Used: 2 roh in [AUsers vj eo |
2 Email Address Login IDFirst NameLast NameCreatedLast NoticeLast LoginSentRec.Used
allyl-
b
Emﬁge@ P Ally 8/6/2014 8/6/2014 0 0<1Kb
kmill2557- .
O Estage@gma”_wm Kevin 8/6/2014 8M5/2014 0 0<1Kb
| Bond Solutions Child ChildA + | Load User Types | SecureMail 500 v| Move Users

Add Bulk Import Delete Close

WFowered by DataMotion Copyright
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3. The user will now be in the company chosen.

“=Data/Votion.

Compose Member Center Inbox Track Sent Logout Help
(Manage Users - (Bond Solutions Child lZ:hllda*l.Ds lin [Al Users e ]
Total Licenses: 5 Licenses Used: 1

1 Email Address Login IDFirst NameLast NameCreatedLast NoticeLast LoginSentRec.Used

O Eallyl— Ally 862014 8/6/2014 0 0=<1Kb

stage@datamotion.com

|Bond Solutions Child ChildA v|| Load User Types || Secure Contact Us v” Move Users

Add Bulk Import Delete Close

DataMation

et P owered by Copyright

Password Management

Once a user account has been created, managing passwords is the primary administrative
task for the account. Users are created and managed from a common page allowing the
fields to be filled in during account creation or edited later. This includes the password
field.

Passwords When Creating an Account

While it is obviously necessary to have a password assigned to a user account for
authentication, it is not necessary to set this password during the initial account
creation. As such, the Password field is not marked as required for creating a new
account.

When a new account is created, if the password field is left blank, a message will be
sent to the user’s address providing instructions on how to set their password. This is
the most common method for creating new users, allowing them to set their own
unique passwords.

When a new account is created and the password field is filled, the account will be set
with that password. The password will not be sent to the user and it is expected in this
case that the user will be informed of the password by other means such as a phone
call.

Administrator Password Resets

The other use for the password field is administrator password resets. Users are
provided multiple means for resetting their passwords without the need to call support
(or the administrator), but there are times when the administrator may need to reset a
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password manually. The administrator can then use the password field to explicitly set
a new password for the user account.

The most common use of this functionality is when a user is no longer in a position
which requires DataMotion Direct (such as having left the company) but there is a
need to preserve access to the account for audit purposes. The administrator can then
reset the password to something new for access to the messages in the account.

Bulk User Import

There are times when you may need to create more than one user account at a time. For
this scenario you can use the Bulk Import function to create multiple accounts at once.

The Bulk Import function uses a comma-delimited format for importing the information.
The list of fields is:

Message Address,UserlD,Password,First Name,Last Name,Employee
ID,Optional Field 2,Account Status

NOTE: The Account Status takes a 0 or a 1 to specify if the account is enabled or
disabled. A 1 will enable the account, a 0 will disable the account. The defaultis 1
(enabled).

To create multiple accounts using Bulk Import:

1. From the Manage Users page, click the Bulk Import link at the bottom.

Bulk User Import

Bulk User Impon allows you 1o easily imporl many users at one tme. The oniy required Neld 15 "Emal Address™. Aler a
user s successsfully added o the system, they will aulomatically receive a registration email inviting them o the
system If no password was supplied, the user will be promptad 1o create ane [T "Account Stats” s not supplied the
default s 1 (Enabled)

_S“I?lp 1. Selecl destination UserType
| Securalail 500 s

Step 2: Copy comma-cdelimited user informalion below
Farmat: Email Address UserlD Password First Name Last Name Optional Field 1 Optional Field 2 Account Status

Example:
johndoe@somewherd Com johnd, 123456 John, 0oe 11-1111,555-055-5505.1

janedoe@iomewhers com
jackdoe@someawneara com jJackd Jack Doe 0
Step 3: Click the "Import Now" button o add users

Accounts will be created for all users in the list Registration notifications will be automatically sent 1o each user
individually inviting them to the system

| import How || Cloge |
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2. Select the User Type.

3. Enter the comma-delimited information for the import either by typing or pasting
the information.

NOTE: It is possible to specify a list of addresses and no other information to quickly
create multiple users, because no other fields are required. These users will all be
notified to set the password for their new account.

4. Click Import Now to create the user accounts.

5. Click Close to return to the Manage Users page.

Deleting User Accounts

User accounts can be deleted from the Manage Users page. To remove a user account (or
multiple accounts):

1. Select the account(s) by checking the box at the left of the account line.
2. Click the Delete link at the bottom of the page.
3. Click OK to confirm deleting the account(s).
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CHALLENGE QUESTIONS FOR PASSWORD RECOVERY

OVERVIEW

DataMotion Direct provides multiple methods for password recovery. By default, there are two
methods for resetting passwords: 1) an administrator can reset users’ passwords, and 2) an
email-based sequence can allow users to reset their passwords. Some organizations prefer using
challenge questions to provide confirmation of the user’s identity. This feature can be activated
for your organization by contacting DataMotion Technical Support.

Once this feature has been activated, a new link appears below the Admin Console called
Security Questions.

Member Center

SecureMail 500 Admin: <zmoore@galacticseats.com=

wlMessages & Files *My Account wDownload Console
Send MNew Address Book Client Downloads
Track Sent User Information

Inbox Preferences *Admin Consocle

Drafts SecureContact. me S
Folders ‘ Security Questions)

Working with Technical Support, the administrator can specify two options related to this
function: the number of questions a user needs to have answers for, and then the number the
user needs to answer to allow the password reset. When enabled, the default settings would
require a user to have answered three different questions for future use, and then be required to
answer one of those questions for verification. These numbers can be changed according to the
needs of your organization.

For more information about how a user interacts with the Challenge questions, see the
DataMotion Direct User Guide.

CHALLENGE QUESTIONS

To quickly get you started with configuring your challenge questions, DataMotion Direct
provides a number of commonly used questions for user verification:

n  What year was your mother born?

n  What year was your father born?

n  Which city did you graduate from High School in?
n  What is the name of your first pet?

n  Which model was your first car?

n  What is your paternal grandmother's first name?
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n  What is your maternal grandmother's first name?
n  What is your mother's maiden name?
These questions are always available.

Adding Customer Challenge Questions

It is possible to create custom challenge questions for your users. These questions will be
listed in addition to the built-in set.

To create custom challenge questions for your users:

1. Click the Security Questions link under the Admin Console.

Security Questions for Password Recovery

e S st
What year was your mother born? Global Default
What year was your father born? Global Default
Which city did you graduate from High School in? Global Default
Whatis the name of your first pat? Global Default
Which model was vour first car? Global Default
What is your paternal grandmather’s first name? Global Default
What iz your maternal grandmother's first name? Global Default
What is your mother's maiden name? Global Default

1

2. To add a new question to the list, click Add New.

3. Inthe new field, enter a question.

Security Questions for Password Recovery

What year was your mother barn? Global Default
What year was your father born? Global Default
Which city did you graduate from High Schoal in? Global Default
Whatis the name of your first pet? Global Default
Which model was your first car? Global Default
What is your paternal grandmother's first name? Global Default
What is your maternal grandmother's first name? Global Default
What is your mother's maiden name? Global Default
|Wrat is your favorite color? | | Gslactic Ssatz W Szve

4. Click Save.
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Security Questions for Password Recovery

vt
What is your favorite color? Galactic Seats

What year was your mother born? Global Default

What year was your father born? Global Default

Which city did you graduate from High School in? Global Default

What is the name of your first pet? Global Default

Which model was your first car? Global Default

What is your paternal grandmaother's first name? Global Default

What is your maternal grandmother’s first name? Global Default

What is your mother's maiden name? Global Default

1

NOTE: This is the last chance to edit this specific question. Once it has been
published it will not be able to be edited.

5. Click Publish to make the question active.

Security Questions for Password Recovery

_m——
What is your favorite color? Galactic Seats
What year was your mother born? Global Default
What year was your father born? Global Default
Which city did you graduate from High School in? Global Default
What is the name of your first pet? Global Default
Which model was your first car? Global Default
What i your paternal grandmaother's first name? Global Default
What is your maternal grandmother's first name? Global Default
What is your mather's maiden name? Global Default

The question is now added to the list.

Changing Custom Question Visibility

Once a question has been published, its visibility to users can be changed. By default, when
a new challenge question is added, it is made visible.

Questions that are visible will have a red check mark in the Visible column. To change the
visibility of a question, click the checkbox to toggle the checkmark. If the box is empty the
question will not be shown to users.
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NOTE: Questions listed as Global Default are the built-in questions and their visibility
cannot be toggled.

REPORTS

DataMotion Direct provides Administrators with a range of usage reports they can use to monitor
and track how services are being used. All reports are accessed from the Administration Console.

. R

Send New Member Center Inbox Track Sent Logout

Administration Console

wCorporate Account Management
Administer your corporate accounts.

wvCompany Settings
Cobrand Management Console

*Reports
Group Mailbox Access report
Message tracking report
User logon report
User reports by message size, volume, date and summary
TotalView report

Bete P owvered by DataMotion Copyright

REPORT GENERATION FILTERING INTERFACE

There are two fields commonly found in reports and that can be used for filtering the results
shown in the reports.

The first field is the Message Address or Pattern. This field can be used to filter results based on
a text pattern related to the messages. When it is left blank, it will show all messages (subject to
any other filters that may be defined).

E-mail Address or Pattern: | |

The % symbol is used as a wildcard for this field. It can be placed anywhere in the string to
provide flexibility in matching. For example, searching for “r%” would return results beginning
with the letter “r”, such as rsmith@galacticseats.com.

See the section Finding Your Users for more information about using the wildcard in searches.

The second field is a date filter. Here you can specify starting and ending dates for your report.
The calendar icon will show the dates visually.
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Start Date: | |ﬁ
End Date: | |ﬁ

If a field is left blank it will not be used in the filter. For example, if you specify an End Date
but not a Start Date, then all messages from the earliest sent until the specified End Date will be
shown in the report. If both are blank, all messages would be shown (subject to any other filters
that may be defined).

GROUP MAILBOX ACCESS REPORT

The Group Mailbox Access Report generates reports providing information about user access
to Group Mailboxes.

To generate a Group Mailbox Access Report :

1. Click the Group Mailbox Access Report link from the Administration Console.

Group Mailbox Access Report
Start Date: | Eﬂ
End Date: | G|

Generate Report  Download Report  Close

2. Enter the search parameters into the Start Date and End Date fields.

Group Mailbox Access Report
Start Date: |or1/2014 it
End Date: [ar30/2014 Eﬁ

Generate Report Download Report  Close

3. Click the Generate Report link. The report displays all the user access activity matching
the specified criteria. The following report heading shows the categories of data that the
report would contain.

DataMotion SecureMail Server Report Hack to Reports
Group Mailbox Access Report
Report Generated On: W3072014 54715 PM (UTC-05:00) Wumber of Records: 154075
ID  Date Sent From To Opened By Open Date

MESSAGE TRACKING REPORT

The Message Tracking Report enables you to look for messages based on pattern matching.
The search will look at the message addresses and subject lines to find the matches (message
bodies are not searched).

To generate a Message Tracking Report:

1. Click the Message Tracking Report link from the Administration Console.
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Message Tracking Report

E-mail Address or Pattern:

Start Date: ﬂ
End Date: ﬂ
Ta ! From: From -

Generate Report Close

2. Enter the search parameters into the Message Address or Pattern and Date fields. The
To / From field specifies whether to search for the Message Address or Pattern in the
message To or the From field.

Message Tracking Report

E-mail Address or Pattern: zmoored|
Start Date: ﬂ
End Date: ﬂ
To / From: From -

Generate Report Close
3. Click the Generate Report link.

DataMotion Securelail Server Report Back o Reparts
Message Tracking Detail - Email: zmoores
Repon Generaled On 512011 255 59 PR (GRT-04°00) Numbes af Reconds 5
=} Date FromEmail ToEmail Subject HumToHumReadMagSize
'
1 '!Hi!dﬂ;ﬁqaﬁ' 11ates pﬂmft@g_ﬂl.ﬁr.l‘u:s\:;m COMImOOnEgARCICERALE COMm Mone Fusd Consumpion Biues 1 o 5 KE
raraait f 4
i ‘.'I"-!l:j!!-']i;.I 2 20 r.'ury.'.rr.-@-gﬂlarlll.'senﬂ: :ncn_:ﬁhnarm’.lu@.‘n: kethasls co ukFe=l cosl eslimales | o | K&
5 1 I 3 2
11?19142$m1 TOFE  omcore@gaacicaAsts ComrsmInEAAccsAa com 3::3” ke b b LI 52 M
7 SRET 10°28:59 3
11 1{.050#!}.] IMoHEEHALECIC S2EtE ¢ oo hnamEErol Retness co Uk Cos] eslimales 1 o 1 KR
il
17189 W;i’dj 110:30:28 IMooreRgalacicseats ComrsminE@galacicseats com  Hena ane e sl CRoLes. 1 o S KD

The report displays all the messages matching the specified criteria.

USER LOGON REPORT

The User Logon Report generates reports about user logon activity. You can look at activity for
specific users, defined timeframes and also how the user logged into the service.

To generate a User Logon Report:
1. Click the User Logon Report link from the Administration Console.

User Logon Report

E-mail Address or Pattern:

Start Date: ﬂ
End Date: ﬂ
Logon Source: All -

Generate Report Close
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2. Enter the search parameters into the Message Address or Pattern and Date fields. The
Logon Source field specifies which service the user accessed. The default is All which
will show every service the user has used.

User Logon Report

E-mail Address or Pattern: zmoore%|

Start Date: ﬂ
End Date: ﬂ
Logon Source: All -

Generate Report Close
3. Click the Generate Report link.

DataMotion Securelall Server Report Btk i Feports
Uszer Logon Repaort - Email: zmoora®

Repan Generated On: 5112011 24790 PM (GMT-04.00) Humbes of Records: 17
Date . Email ' FHame  LName  Source IP Status
SRR 1 A8 23 A amoonidgalacicteats com LpLic] BEETITEE Success
A0 0 4% 10 AN ;rrm‘n@__qal:;:l:wms. cam Web ES 571 1TE B valid
SR B30 a0 A Imooredgalac e peals Com Web 35 ITR 18 SUCLESS
S04 10 4T 48 AM mw:;ggalac'.:mmﬁ Cou Web B5 51 TR 1B BUCEELE
G201 52040 AN rmonredoalaclicaeals com Web BS ST ATA IR Buccess
42003011 14541 PM Imograigalactc saats com el E551.1T6. 216 Swecess
420011 110020 PM mmoore@izalaciicsaals.com Wb ES1ATEZIE Bueeess
42072011 12:05:07 PM ZmoCre Enalac i seats. com Wab BS51ATE.2E Success
42002011 520038 AM IMooreEnalacticseats com Wiah B55117E 218 BuCcess
A2E011 9052 35 AM IMOonepalactic seats.com Web 5551176216 Sucoess
A26011 98T 35 AM moonegipalac i seats.com Wb B8.51.4T6218 Sucoess
IS0 30603 PM IMsNt R Galad i seals com Wiat E5.51 178218 SUCRES
AFZE20T M2 AM Zmoohe gl e seals Lom Wieb E5.571 178218 Suctess
AR 1008 &2 an znmcagala:u;.wa‘:s Eium Wen ER 57 1ITEME Cuccass
AFF0TT WSO AM Emcone {galac b deals Com Ll ] saSare e SUCCESS
QP01 5 23 49 PR .rnmom@gllac'.l:mmu =111 Web 5 243 182 115 SUCCESS
42011 52348 PM cmoonedisalaclic seats com Urikneriam Buccess

The report displays all the logon events for the user based on the specified criteria.

USER REPORTS

There are several types of user reports, each of which can be filtered for sent or received
messages (or both) for each user. These reports are summaries of user statistics as compared to
the detailed reports like the Message Tracking Report.

The following types of reports can be seen:

Report Type Description

Message Size Shows the size of messages sent and received by each user.

Statistics
Message Date Shows when messages have been sent by the users (first
Statistics and last messages for each user).

Message Volume

o Shows the number of messages sent/received by the user.
Statistics

N Confidential and Proprietary Information [#050005-04] E 1
. DataMotion Direct Company Administration

Copyright © 2008 - 2014, DataMotion, Inc. All rights reserved.

Page 43




“DalaMotion. /DPirect

Administration Guide v4

Report Type Description
Message Summary Shows the fields of the other statistics reports on one
Data screen.

To access any User Report:

1. Click on the User reports by message size, volume, date and summary link.

User Reports

¥ Message Size Statistics ¥ Message Date Statistics
Sent by each user Sent by each user
Received by each user Received by each user
Complete statistics by user Complete statistics by user

v Message Volume Statistics v Message Summary Data
Sent by each user Sent by each user
Received by each user Received by each user
Complete statistics by user Complete statistics by user

2. Click on the report to be shown; for example: Message Size Statistics: Sent by each user.
(shown in the following screen).

DataMotion SecureMail Server Report Back to Reporis
Message Size Statistics - Sent by Each User
Mumber of Records:

Report Generated On: 5(11/2011 2:42:31 PM (GMT-04:00) 5
Email #8ent Total Size Sent Avg. Size Sent Max. Size Sent
adavis@galacticseats.com 0 0 0 0
hjones@galacticseats.com 1 10971 10971 10971
pjackson@galacticseats.com 2 10437 5218 5356
rsmith@galacticseats.com 2 21241 10620 18223
meore@galacticseats.com 5 49260 9852 36249

TOTALVIEW REPORT

The TotalView Report is one of the most powerful tools for the DataMotion Direct
administrator. The TotalView Report provides complete tracking of all messages sent through
the DataMotion Direct system. The report contains a record of every message sent along with
the tracking data for the message and any attachments in a single report. This report is provided

as a CSV file (comma-separated value file) which can be evaluated in other programs, such as
Microsoft Excel.

The TotalView report includes the following fields:

n Message ID
n Date
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From

To

Subject

Notification Timestamp

Message Status — Not Opened, Opened
Message Open Time

Attachment Name

Attachment Status — Not Accessed, Accessed
Attachment Open Time

Each message and every attachment within a message is reported individually. For example, a
message to two recipients with two attachments will generate four rows of data, two for each
recipient, with one attachment listed on each line per recipient.

To generate a TotalView Report:

1.

2.

Click the TotalView Report link.

TotalView Report

Please select a start and end date and click Generate Report.
Start Date: 4/11/2011 | E3
End Date: (5/11/2011 &

Generate report Select the last day / 30 days / 60 days Close

Specify the Date range for the report.

» There are quick options for the last day, 30 days, and 60 days below the standard
Date fields. These will automatically select the specified time period.

3. Click the Generate Report link.

TotalView Report

Please select Download Report.

Start Date: 4/11/2011
End Date: 5M11/2011

Download Report Select Different Dates

4. Click Download Report to save the CSV file for local use.

FORM TRACKING REPORT

Similar to the TotalView report for messages is the Form Tracking Report for SecureForms.
This report will show all SecureForms that have been sent through the DataMotion Direct
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server and all the tracking information associated with the SecureForm. This report is provided
as a CSV file (comma-separated value file) which can be evaluated in other programs, such as
Microsoft Excel.

To generate a Form Tracking Report:
1. Click the Form Tracking Report link.

Form Tracking Report
FPlease select a start and end date and click Generate Report.

Start Date: 471112011 |ﬂ
End Date: 15/11/2011 |ﬂ

Generate Report for the above dates
Generate Report for last month
Close

2. Specify the Date range for the report.

3. Click the Generate Report for the above dates or the Generate Report for last month
link.

» The Generate Report for last month will ignore the dates specified in the Date
fields and automatically calculate the last month.

Form Tracking Report

Flease select Download Report.

Start Date: 4/11/2011
End Date: 5/11/2011

Download Report
Select Different Dates

4. Click Download Report to save the CSV file for local use.
This concludes the information about DataMotion Direct Reports.
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2
DataMotion Direct Integration with Typical
Environments

This information describes how to integrate DataMotion Direct with some typical environments,
including the following:

n  SendSecure Button for Microsoft Outlook: Group Policy Network Installation (below)

n  SendSecure Button for Microsoft Outlook: Installation with Citrix/Terminal Services (0N page
50)

n  SendSecure Button for Lotus Notes: Installation (on page 50).

The SendSecure Button add-in allows users to send secure messages from within their normal email
interface.

SENDSECURE BUTTON FOR MICROSOFT OUTLOOK: GROUP POLICY
NETWORK INSTALLATION

OVERVIEW

The SendSecure add-in for Microsoft Outlook provides one-click sending of secure messages.
SendSecure is available in a Corporate version that can be automatically distributed to specific
desktops from the network. The following procedure describes the steps required to distribute
this button using Microsoft Active Directory and the Group Policy Management MMC snap in.

NOTE: In this information, “CertifiedMail” is a synonym for “DataMotion Direct.”

STEP-BY-STEP PROCEDURE

1. From your Active Directory Domain Controller, launch Active Directory Users and
Computers from the Start | All Programs | Administrative Tools menu.
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2. Create a new Organizational Unit (OU) that will contain computer names to distribute
the SendSecure add-in. In this example, an OU named “Distributer Computers” was
created.

3. Add computers to the OU that will receive the SendSecure add-in. In this example,
computer “HARMIPC” was added to the new “Distributer Computers” OU.

NOTE: To add many computers to the “Distributer Computers” OU, it is
recommended that you create a Group under the Computers node. Then assign
multiple computers to this Group. Instead of adding individual computers to the
“Distributer Computers” OU, simply add the one Group entry to represent all
computers in the Group.

£% Active Directory Users and Computers

J@ Console  Window  Help |;|i|£|
| adion vew || & = | Blm| X FPE 2| ik v o
Tree I Distribuker Computers 1 objecks

Mame / | Tvpe

Active Directory Users and Camputers [crmail. o
=29 certifiedmail,com HARMIPC Computer
(-2 Builkin

[:l Campukers
~{2] Distributer Computers

@ Domain Controllers

I:l FareignSecurityPrincipals

[:| LoskandFound

{28 mailusers

[:| Microsoft Exchange Systemn Objects

[#-{£3] MSDM Subscriber

[:| Program Data

I:l Swstem -
1| | r 1] | ]
| | |

4. Right click on the new “Distributer Computers” OU and choose “Create and Link a
GPO Here”.

5. Make a new Group Policy Object (GPO) at your new OU. In this example, the GPO
will be named “DistribuGeneric”.
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Q[E File  Action Miew indow  Help | - |ﬁ‘|£|
€5 B E 2
EE Group Policy Managerment Al |DistribuGeneric

Elﬁ Farest: certifiedmail.com

El@ Domains

El@ certifiedmail.com

L Defaulk Domain Controller
74 Default Domain Policy

Eﬁ‘ Mew Group Policy Object

Scnpel Details Settings I Delegation

DistribuGeneric

Data collected on; show all
120902003 2:24:57 PM

: C ter Confi tion {Enabled hid

El @ Distributer Computers omputer Configuration (Enabled) —
..... @ DistribuSeneric Software Settings hide

. -{&g] Domain Controllers Assigned Applications shaow

! =[5 mailusers

- &3] MSDM Subscriber User Configuration {Enabled) hide

El % aroup Policy Objects
b s Defaulk Domain Conkn
----- =% Default Domain Policy
----- DiskribuGeneric
b, Group Policw Object

,_,_ Mews Group Policy D_l:llllj =
1| | 3

6. Right click on the new GPO and choose Edit. In the Group Policy Object Editor
window, expand Computer Configuration->Software Settings->Software installation.
Right click on “Software installation” and choose a new package.

Mo setkings defined.

7. Copy your SendSecure “Generic.msi” file to a directory on your network that can be
accessed by all workstations that are members of “Distributer Computers”. Then browse
to this path and file to add it to Computer Configuration->Software Settings->Software
installation.

'fii Group Policy Object Editor

File  Action  iew  Help

> | Bm| 2
_‘:—_j DistribuGeneric [cmmail.certified; Mame # | Version | Deplovment state | Source

E' @ Computer Configuration ﬂ Send Certified For CHCS 3.1 Sssigned 4\ CrmnailPublicGeneric, msi
[:l Sofbware Settings
: Saftware installatiol
I [:l Windows Settings
o B2 Adriristr ative Template
Elﬁ |Jser Zonfiguration
[#-[J7] Software Settings —

I | W|nd0ws Settings -

; e . —_ [—
q| 1 AN | B
| | |

NOTE: Make sure you give the Computer or Group of computers account read
permissions to that network share folder and also to the SendSecure “Generic.msi”
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file. If using individual Computer accounts, they are typically represented by
Computername+$, for example, HARMIPCS$.

8. On the “Deploy Software” dialog, choose “Assigned” as the deployment method so that
the SendSecure Generic.msi software will automatically run.

NOTE: Do not deploy the “Generic.msi” file under the GPO User Configuration tree,
as it will need a workstation user that has local administrator rights to install the
software. By deploying to the Computer Configuration tree, the credential to install
the software is the local system account which always has local administrator rights
on that computer.

This concludes the installation.

SENDSECURE BUTTON FOR MICROSOFT OUTLOOK: INSTALLATION
WITH CITRIX/TERMINAL SERVICES

The SendSecure Button add-in for Microsoft Outlook allows users to send secure messages from
within their normal email interface.

The SendSecure Button add-in can be installed in a Terminal Services/Remote Desktop/Citrix
environment.

The Corporate version of the SendSecure Button must be used. The Corporate button uses a single
encryption key shared by all customers/users with that version of the add-in. (This is different from
the Personal SendSecure Button, which users can download individually from the DataMotion
webmail portal. The Personal button uses an individual encryption key that is different for each user,
so users must download and install their own unique version of the button that cannot be installed
for any other user.) The SendSecure Button looks the same to users whether it is the Corporate or
Personal button.

The Corporate version of the SendSecure Button can be installed normally on the server running
Terminal Services. Make sure to close Microsoft Outlook before you install. After installation,
desktop clients (up to the number of licensed users) can use the SendSecure Button .

SENDSECURE BUTTON FOR LOTUS NOTES: INSTALLATION

OVERVIEW

DataMotion Direct integrates with the Lotus Notes client to provide one-click sending of
secure messages.

DataMotion Direct for Lotus Notes is implemented in LotusScript and is added to your existing
mail template in a standard manner using Lotus Domino Designer where it can be distributed
to specific workstations using Notes Template Replication.
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This document was written for Lotus Notes developers to allow them to integrate DataMotion
Direct functionality with Lotus Notes Mail templates v5 and higher. Screen images and
descriptions were made using Domino Designer v7. Prior or later versions work in a similar
way, but will differ slightly from the version shown.

KEY ASPECTS
The following are the high level components that are involved in the integration process.

DataMotion Direct “Send Secure” Script File

You will use one of the following files to add LotusScript to the Notes Mail template:

Direct.txt OR
Direct-Redirection.txt or Direct-Tagging.txt

Mail Template Modifications
Forms Modified:

Memo
Reply
Reply with History

Fields Added:

None
New Actions

Added to forms Memo, Reply, Reply with History
Send Secure

These actions are added just below Send in the Action Pane.

New Resources

None

INSTALLATION INSTRUCTIONS

The following instructions are shown using the IBM Lotus Domino Designer released for
Notes/Domino v7.x. This procedure has been used on Notes versions 5 and higher.

DataMotion Direct Button Options

There are two ways to integrate DataMotion Direct into your Lotus Notes mail system.
These are called Redirection and Tagging. In either case the end user experience is the
same (they click the SendSecure button), but the two methods result in different mail flow.
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Redirection Description

When using Redirection, messages sent via the SendSecure button have the recipient
list replaced with the message address of the DataMotion Direct server, where it will
be encrypted and then securely delivered to its destination. This requires configuration
on the Domino server to ensure a secure route between your mail server and the
DataMotion server.

Tagging Description

When using Tagging, messages sent via the SendSecure button have a special tag (e.g.,
SECURE) inserted at the beginning of the Subject line. This requires that the
outbound mail flow include a server containing a content filter (typically the
DataMotion Direct Gateway) that is used to scan for the tag and then securely route
the message to the DataMotion Direct server.

NOTE: When using the Tagging configuration, if there is not some sort of content
filter that can scan for the subject line tag, the messages will not be sent securely.

Each configuration is installed the same way, the only difference being the selection of the
file with the configuration you need to use.

Adding the DataMotion Direct LotusScript to your Mail Template
1. Open the appropriate script in a text editor (e.g. Notepad). The files below are
named according to the type of button you are installing.
» Direct-Redirection.txt
» Direct-Tagging.txt

[Eie bt Foma Vee Hoe

= pataeation Serd Seoure TIGQING Btton Tor Lotul Rt
b 11-1-1; SEFLEE s l] wbmd Becurs Besiigel Trom Lofuh Aoted By adding & i” a5 the begirnirg af the Schisct line which
e Foid By the eturemal] Catesiy (5 Athes Catewdy content FilTer) re fand The sedisge dacucaly.
v Seeiot warsion 1.0
“fe pate publishes: €0/08/2001
P Copyt iyt TGS 2811

i-ub McE(Source as Burtond
OUF WOTKSEACE A% KW KOLeSEIWH ASpace
Sim nidic A KoTECUITNCumAT
Bim RELUrsTAS AL ETr
oy arigibiect A str
m m-?s;zjlu A 1lr|||;‘g

== This 1i JSPACH {0 SHT TR TR Wi i1l ba Feltering For
Betnr #TAG =

Eet uidoe = sorkipade. Curs ertDotunent
et dot=uldot. detatert

wall wvided. refreshn
-'aII LGS, SavE

fac, taveogrions = 17
wigiukfact = wices. r1l'|d¢r!r:u1{ b frct)
el = SeLrETal & & origastfect

Catl vided Fiel1d5eT Text { "Subi4ct™ raxSubiett |
Ca¥] ifdes. i
£all uided. gend
call wide. close

NG S

NOTE: If you are running DataMotion Direct locally, you must change the two
instances of “ssl.datamotion.com” to refer to your own local server.
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2. From Lotus Domino Designer, open your existing Mail template:
File & Database & Open

Open Database x|

Server

|L|:u:al

D atabaze

darmina

D EHEEEEEE

Help

Filename

Comino 'wWeb Access [7]
Esternded Mail [R7]

Laotus SmartSuite Libran [7]
Mail [R 7]

Microsoft Office Library [7]
Personal &ddress Book,
Perzonal Journal [7]

Cancel
| Bookmark.. |

*| | Bookmark...
v About...

mail? rtf

Browse. ..

3. Your Lotus Domino Designer screen should now look similar to the following:

IBM Lotus Domino Designer
File  Edit

Wigw Create Actions

Tools

Help

C@6E]

%) Mail [R7] - Design - Foms

Fiecent Databases X
Wiew ™ E Mame & Alias & Last Modified &
hail (R7)
il Group Group 108/12/2005 05:58: 28 PM
@ [[ Framesets $¢ Memo Memo 08/12/2005 05:58:26 P
Eages Quota Report Quota Report 081242005 05:58:23 PM
orms
iews RS Compatibility Form R5 Compatibility For 08/12/2005 05:58:23 P
7 Folders Feply Feply 08/12/2005 05:58:23 P
(1@ Shared Code Reply with History Reply 08/12/2005 05:58:23 PM
Shared Resauses Setup Minivi S etuprtinivi 08/12/2005 05:58:21 PM
E Other 2P MInIew ELLIPIMIAIIEW RN

Switcher Form for Calendar SwitcherForm_Caler 08/12/2005 05:58:22 P
Switcher Form for Group e Switcher Form for G- 08/12/2005 05:58:22 P
SwitcherForm_Mail  08/12/2005 05:58:22 P
SwitcherForm_ToDe 08/412/2005 05:58:22 P
Switcher MY Form for Caler Switcher kY Form b 08/12/2005 05:58:22 PM
Switcher MY Form for Mail - Switcher MY Form b 08/12/2005 0%:53:18 PM

Switcher Farm for bail

Switcher Form for To Do

Last Modified By

Lotus Motes Temp

Laotuz Mates Temp
Lotus Motes Temp
Laotuz Mates Temp
Lotus Notes Temp
Laotuz Mates Temp
Lotus Notes Temp
Laotuz Mates Temp
Lotus Notes Temp
Laotuz Mates Temp
Lotus Notes Temp
Laotuz Mates Temp

Lotus Motes Temo ™
3

[ [ Mail[R7)is on Local

A][ A] @ - [Hotmail

A]UA

4, Select and open the Memo form in the right panel.
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Mail (R7) - Design - Forms - IBM Lotus Domino Designer,

File Edit Wiew Create Tools Design Help

G| A Ted AEGD &5
|

EBOE
[ ] 2 Mail 7] - Dessign - Forms
Fecent Databases P El iz Biativn
7 Name & Alias & Last Modified & Last Modified By
Mail (R7) Contact Perzon 08/12/2005 05:58:31 PM  Lotus Motes Temp
bl Group Group 08/12/2005 05:58:28 PM  Lotus Notes Temp
@ 2 [ Framesets
Guata Feport Guota A eport 08/12/2008 05:58: 23 PM  Lotus Notes Temp
RS Compatibility Form R5 Compatibility For 08/12/2005 05:58:23 PM  Lotus Motes Temp
Feply Feply 081242005 055823 PM  Lotus Motes Temp
Fieply with History Feply 081242005 05:58:23 PM  Lotus Motes Temp
EED;:;:;;;M fom gl Setup Minivizw Setupminiview  08/12/2005 055821 PM  Lotus Notes Temp
B Views Switcher Form for Calendar SwitcherForm_Caler 08/12/2005 05:58:22 PM - Lotus Maotes Temp
Bl Folders Switcher Form for Group Ci Switcher Form for G- 08/412/2005 05:58:22 P Lotus Motes Temp
g 2::::: g:::ums Switcher Formfor Mall — SwitcherForm_Mail 08/12/2005 D5:58:22 PM  Lotus Nates Temp
E-5) Other Switcher Form for To Do SwitcherForm_ToDe 08/12/2005 05:58:22 P Lotus Motes Temp
Switcher MY Form for Caler Switcher MY Form i 08/12/2005 05:58:22 PM  Lotus Motes Temp
7 Switcher MY Form for Mail - Switcher MY Form b 08/12/2005 05:58:18 PM - Lotus Motes Ten:n A
=] A [l =

Action Pane on the right side of the Domino Designer.

Memo - Form, - IBM Lotus Domino Designer.

5. Ensure that the menu “View & Action Pane” is checked, which will display the

File Edit Wiew Create Tools Design Text Help
03| oA : - ~B I mlf=]Ey
COHE]
['_i} Mail [R7] - Design - Forms X[ Mema - Form >
ﬁ Recent Databagzes Pl "¢ <Computed Subform> - e i -
Vigw ¥ E Ahways hidden: |r Form T ”r MamePreference T —&Edit y
|r LanguagePreference T| jNew Memo
ail (R7) T T ew Memo
mail?.ntf [ From |C||— AltFrom T | C4Send
; |r Logo T ”r BGTableCalor T| + ¥ Send
_4 Save dnd File
|r tmpDizplayFrom_Preview T | 4 Send and File
= - _g5Save
$KeepPrivate T Ly5ave
|r DefaulthdailSaveOptions T| _4Save And Clc
Huaota Report |r Fath_lnfo T ”r Cluery_String T | 4§ Save As Draf
e _4 Discard Chan
35 Compatibility Formn a4 ‘whols OnlinelS | = | P
BHE] Views . , P
B Folders + ¥ Reolw Toal
B[ Shared Code Objects | Reference Edit (Action) : Click
B-{3 Shared Resources % Computed b0 2 | | mun
B2 Other + ' Computed [Subfo g C 4 EditD
# O Picture watern Command: Edit Document
=| = Edit [Action]
O Click -
(]I ) J[-75 | [Homal =) (@
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6. Highlight the first Send item in the Action panel in the right side of the screen.
Then right click to display the pop-up menu and choose the “Create Action” menu

choice.

File Edit Wiew Create Tools Design Text Help

IR

4

- ~|B I #= =

L " T Ty | B

O A E|

D6

['_i} bail [R¥] - Design - Forms [ Mema - Form ¢

Recert Databases

Wiew ¥ E

<Computed Subfarm>
Ahwvays hidden: |r Farm T ”r MarnePreference T|

FE S

|r LanguagePreference T|

Mail (R7)

mail7.ntf

|r From ,C'”r AltFrom T|

[E Framesets
-] Pages
=] Farms

Contact

@

Group
ema

Quota Report
i R Compatibility Form

B Wiews

B[] Folders

-3 Shared Code

B[ Shared Resources

(2] Other

|r Logo T||r BGTableCalor T|

T uzebpplet T

|r tmpDizplayFrom_Preview T|
|r DefaulthdailSaveOptions T|
Path_lnfa T [

WholsOnlinelLS |
4

|r Cluery_String T |

2| Edit o
4 Edit
_§ Mew Mema
_4 New Memo
|
Action Properties. ..
Action Bar Properties. ..

Ly
L}

Cut
Copy

Delete

Create Action. ..

Create Action with Sub Action, ..
Insert Shared Action. ..
Insert Systemn Actions...

7
R S N

+

Objects | Reference

o Send [Action) -
@ Send [Action)

Send {Action)

Run

T Save as Draft [Ac

=
5

+ T Send and Save [

5

+ 7 Save And File (&d &

You can editthe contents of a shared action by double-clicking of

—

LI

4

A] @ - [Hotmail

A]UA

7. In the Action pop-up dialog, type “Send Secure” in the action’s Name field. Then
close the dialog by clicking the “X” in its top-right corner.

Action bt o A 4
§il- 7 | =
Name Send Secure -
Label @
Target
Frame
Type Button -
=
Display ¥ Include action in Action bar
Only show icon in Action bar
Right align action control
¥ Include action in Action menu
leon
* Mone
Maotes
Custom
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should reference this new action.

9. Change the script area pull downs to “Client” and “LotusScript”.

FER S

Forms )(i temo - Form )<

<Computed Subform>

Always hidden: |r Faorrn T|F MamePreference T

|r LanguagePreference T|

|r Fram ,C”r AltFrorm T|

|r

Logo TlF EGTableCaolar T|

T usedpplet T

|r

trmpDizplayFrom_Preview T |

" $KeepPrivate T

& 2| Edit
...... _Edit
_4 New Mama
_d M Mama
_dSend
_| Send Secure
# ¥ Send
_d Save And Fils
_4 5end and File...

| & Send [dction]
Feply [Action]
Fieply To All [Acti
Fonward [Action]
Fallow Up [Action
Folder [Action)
Capy Inka Mew (&
Chat [Action]
| & Tools [Action]
| % Goto [Action)
[= & Send Secure [Ad
& Click I

....... _& Save
B L5ave
Objects ;Heference Send Secure {(Action) : Click
# ¢ TadolAction) |« | |Run |Client __:_j Formula __:_j
Mest [Action) Farmriula
| 5 Previous [Action) Simple actions

JavaScript
Common JavaScript

- |

A] [,,/{é ‘] [Hotmail

-

10. Select and delete the empty “Sub Click(Source As Button)” routine including the

“End Sub” statements.

11. From your text editor where the DataMotion script file is open (Direct-
Redirection.txt or Direct-Tagging.txt), select and copy all of the text to the

clipboard.

blank script area.

12. Return to the Domino Designer and paste the text from the clipboard into the

2
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Ft Memo - Form - IBM Lots Domino Designer

Fie Edt vew Creste Took Desgn Texd Help
o] A A - v FEE Al ' =
T@ReEe
2 Ml (RT) + Dveagn - Foemme: | [ Mesn < Fomm 2|
% Pecert Diatabares R «Computed Sublommy [ = Mia i
view= T haraye biddory [ Form T|T_ HamePraterance 1] AFd
= T —— j::"‘“
. Masl P = |
i s e L I Serad
@ | d m 3
@ 3 [J] Framessz abdsCodor T ] '5end Secure
(] Paoss ! i = :""’
EEIF'“"“ LayFrom Présmgw T4 _Jami.r'.cl'l-'ie
Contnel = 4 end anad Fie
G T Ldbee -
Maws A L L5an
Duaks Flapat | otgecas 15;-;:““ Sand Secura (Action) - GetSarverlama
Lmpo i 0 Tooh phcton] (=] |R : .
{33 [ Vs # © Gt fuson| il =i ) :
B[] Folden = ) Siewed Secian | Furchan GriSenmilama) & Song |
1370 Fhawesd Ciode :: [Dpteoec] Dorn swagion Aa Mew NotesFesson
3 (38 Shared Resouces 4 Cick I ity Server Aa Sting
B E [t & Ditgechesecut: Dy P A MessaMame
£ Irinlize Eer pngrne = Mew NosesMamedsesnon G marommeriSiing P s Sereer”,
£ Tatminats GRras = AiRAmR Cammon
¢ DuoleBLockop i Sarenr = = Than
% Recobreduddy Dim databaze Az HotmaDalabace
:;:' jﬁ: Setdstabase = éngion Curernliatabate
£ Mok lTRL ik : £X
£ Cheiades B L
© Gorsomvema o | | gy [ =]faz
| [ alf [ a Homal o} [E2a]

The Send Secure action and its supporting LotusScript functions have now been
added to the Memo form.

13. Save the form.

14. Repeat the preceding steps to add the Send Secure action to the Reply and Reply
with History forms.

After saving the Memo, Reply and Reply with History forms, the update of your Lotus
Notes Mail template is complete.
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SecureForms Standard

This information describes how to create DataMotion SecureForms Standard, including PDF and
HTML SecureForms, and how to access SecureForm data. It does not describe the features and
operation of DataMotion SecureForms Enhanced.

NOTE: This information applies only if your license includes DataMotion SecureForms
Standard.

SECUREFORMS STANDARD OVERVIEW

DataMotion SecureForms are a simple yet powerful way to extend your business processes and
provide your constituents an easy way to send you sensitive information through a secure, compliant
tool. SecureForms leverage the same platform as DataMotion Direct, and integrate into your existing
workflows to improve efficiencies, save time, and cut costs.

DataMotion SecureForms automates, secures and tracks the method of collecting and processing
confidential information from your customers, employees and partners. Using SecureForms
eliminates the need to manually read information from a form and enter it into an application — an
error prone activity. The end user provides data into form fields that are specific to your business
process needs. This data is transported over an encrypted channel and delivered in XML or CSV
formats to the message address chosen by your organization. Data can also be displayed within the
original form for printing and reference.

Best of all, with SecureForm Tracking and TotalView reporting, SecureForms provides you with
visibility into the movement of information all the way to the destination message address or
business workflow. Form recipients embrace SecureForms because it allows them to complete and
submit the form in one easy step, at their convenience and right from their local machine.

TYPES OF SECUREFORMS

DataMotion supports different two types of SecureForms to meet your needs: SecureForms PDF
and SecureForms Web.
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SECUREFORMS PDF

These are PDF forms that can be sent to end user customers, patients, employees, etc. as an
attachment or downloaded from your website. The forms can be completed at the recipient’s
convenience using any PDF reader such as Adobe Reader.

SECUREFORMS WEB

These are web-based forms, typically created in HTML that are hosted on your web site, and
are accessed, completed, and submitted by end-users during an active web session.

CREATING SECUREFORMS

Most existing web-based or PDF forms can be converted to a DataMotion SecureForm by adding
routing instructions code to the form. The code enables the completed forms data to be securely
submitted to the DataMotion Portal, where it is then securely delivered into your organization.

TECHNICAL REQUIREMENTS

While DataMotion provides the proper routing instructions code, the actual creation and
maintenance of the eForms is handled by customers.

To create PDF SecureForms, you will need a PDF Editor with forms creation capabilities.
Examples include:

n Adobe Acrobat Standard/Pro
n Nitro Pro
n Foxit PhantomPDF

To create HTML SecureForms, any HTML editor can be used. An example of a freeware
HTML editor is Microsoft Visual Studio Express (Web Developer Express).

The DataMotion Support team will provide your developers the code, documentation, and a
test account to enable data routing to the DataMotion portal.

SECUREFORMS ARCHITECTURE

Web-based SecureForms are hosted on your own web site. PDF SecureForms can be
distributed to external users as a file attachment or you may provide them on your website for
downloading as needed. You decide the best way to deliver them to your users.

An end user accesses a DataMotion SecureForm as they would any other form, such as by using
a PDF reader or a web browser, and the user enters the requested data in the fields. When the
user submits the completed form, the data is encrypted and securely delivered to the
DataMotion Portal over an SSL connection.

After the data is received by the DataMotion Portal, it is queued for delivery to your specified
DataMotion account. Data from multiple SecureForms can be delivered to the same account if
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desired. The SecureForm data can then be retrieved in several ways: it can be downloaded as a
DataMotion Direct message, downloaded via SecureFileTransfer, or your internal systems can
pull the data from the DataMotion portal using the DataMotion Adapter.

Once the data is delivered to your environment, it can be imported directly into your own
systems or databases or reviewed manually by employees as needed.

eForm
users

3

Lser opens the POF form,
fills it out, then clicks

Submit. DataMotion provides
[~ secure form
- m submission, delivery
f&"'l and tracking.
eForm
FOF u |
Submitted form Push or Pull &= I
data is sent over via ‘:'“'.‘-"'.J Company
S5 to the Services, =——p Database
eForm DataMotion Portal. Email,
USErs File Transfer
B DataMaotion Company
@ Portal Server
—— E - c
eform ampany
@ wek Co mpany End User
Website

User opens the web form
in their browser, fills it
out, then clicks Submit.

WORKFLOW INTEGRATION

DataMotion SecureForms can be integrated directly into your forms workflow using tools from
DataMotion. These include the DataMotion Adapter and the Large File Transfer Client. These
tools automatically retrieve submitted SecureForms data from the DataMotion Portal, and place
it into your local systems for processing without any manual intervention by your users.

SECUREFORMS PDF CREATION INSTRUCTIONS

To create a SecureForms PDF form, the following hidden fields must be added:

n €O — the company ID (coid) of the company that is provisioned with the secure forms
(provided by DataMotion)

n

n

n

txtto — the message address that will be receiving the form
txtsubject — the subject line of the message when the form is submitted
datesubmitted — a data variable

The following is an example of the hidden fields in a SecureForm:
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co datesubmitted

Complete all worksheets that apply. However, you
Form w-4 ( 2009 ) may claim fewer (or zero) allowances. For regular

wages, withholding must be based on allowances

wmii claimad and mav nnt ha a flat amannt A

The Submit Button settings on the form should have the following values:

n Enter a URL for this link:
» For DataMotion Direct customers: https://ssl.dmhisp.com/form2.aspx

» For DataMotion SecureMail customers: https://ssl.datamotion.com/form2.aspx
n Export Format: FDF Include — Field Data.

Adobe Acrobat 9 or higher is required to edit forms and open the FDF (Forms Data Format). End-
users may use Adobe Reader or another compatible PDF reader to fill out forms.

SAMPLE SUBMIT BUTTON CONFIGURATION IN ADOBE ACROBAT
PROFESSIONAL

sotorPoperies O

| General |Appearance | Dptions| Actions |

Add an Action

Select Action: [Execute a menu item v]

I Actions

= Mouse Down

I Submit a form |

Up Down ’ Edit l l Delete ]

| o |
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- ™

Enter a URL for this link:

ps://ssl.datamotion.com/form2.aspx|

Export Format Field Selection

@ FDF Include: @ All fields

[/| Field data () Only these... Select fields...
[] Comments

[T Incremental changes to the PDF
Date Options
) HTML
] Convert dates to standard format

() XFOF Include:

[ Field data

[[] Comments
- Dates are submitted in
() PDF The complete document D:YYYYMMDD format instead of
passing the user typed values
through unchanged.

NOTE: This example screen shows the URL for DataMotion SecureMail customers:
https://ssl.datamotion.com/form2.aspx.

For DataMotion Direct customers, the URL should be:
https://ssl.dmhisp.com/form2.aspx.

FORM FIELD NAME RESTRICTIONS

Form field names have a number of restrictions. If a form contains fields with a restricted name,
the form will not properly submit. The following is the list of field name restrictions:

n Field names cannot contain the following characters
» % - percent sign
» /- forward slash
» \ - backward slash
» . —period

n Field names cannot start with a number (they may contain numbers, just not start with
them)

SECUREFORMS WEB CREATION INSTRUCTIONS

The customer is required to provide DataMotion with a reasonably generic form including
JavaScript validation if validation is required.
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HTML SECUREFORM CREATION

Some basic knowledge of HTML is required. Visual Web Developer Express 2010, which can
be downloaded for free is a great tool to build the form. This tool can be used to drag and drop
all items onto the form, and do HTML editing and customization. The HTML customization is
required to display all the fields properly to the recipient user of the form, and provide the
proper names for the fields in the XML attachment. Care should be taken because things can
work differently in different browsers, and even between different versions of the same browser.

FIELD VALIDATION

If the information being submitted in the field must be validated (such as verifying that a phone
number is in the form XXX-YYY-ZZZZ), this must be performed in the code of the
SecureForm. Data validation is not performed by DataMotion after the submission. If field
validation is required on the SecureForm, you must create the validation code and implement it
within the SecureForm, most likely with JavaScript.

GUIDELINES
The form should contain the following form fields:

n txtto — the message address that will be receiving the form. If the customer requires the
recipient of the secure form to change based on the URL used to access the form, the
txtTo field can be replaced with a procedure: DataMotion will configure the recipient
domain for the customer’s Corporate License. The URL that the customer uses to point
to the Secure Form can specify the recipient’s prefix via the “to="" query string value.
For example, if the server is configured with the domain @customer.org, the recipient of
the secure form will be user@customer.org when the URL is:

» For DataMotion Direct customers:
https://ssl.dmhisp.com/form.aspx?co=100&frm=TestForm&to=User

» For DataMotion SecureMail customers:
https://ssl.datamotion.com/form.aspx?co=100&frm=TestForm&to=User

n txtsubject — the subject line of the message when the form is submitted

n txtDone — the name of the page that will be displayed after the form is posted to the
DataMotion Portal -- i.e. “done” would display “done.htmI” when the message is
successfully posted. This custom page is supplied by the customer as well, otherwise a
generic “Message Sent Successfully” page is displayed.

All other form fields are placed in the body of the DataMotion message using field name and
value pairs. To exclude a field from the message body, it should start with a double underscore
" " Thisis useful for input buttons, etc. that you do not want to be included in the message

body.
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ACCESSING SECUREFORM DATA
Once a form has been created, the data can be accessed two ways:

n Manual Process — all form data is delivered in a message and with attachments
containing the form data in CSV or XML format.

n Data Adapter — an automated tool that will receive the form data from the specified
DataMotion Direct account where it can then be integrated into workflows.

This concludes the DataMotion Direct Administration Guide.
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