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REVISION HISTORY 
 
This section summarizes significant changes, corrections, and additions to the document. The 
history appears in chronological order with the most recent changes listed first.  

Version 2 
Included announcement banner settings in the Options section of the Manage system defaults and 
settings section of the Admin Console. 

Version 1 
Initial version of this document.  
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About This Publication 

ABOUT THIS GUIDE  
On-Premises System Administration applies to those customers who have their own installation of 
DataMotion SecureMail on their own premises rather than using DataMotion SecureMail SaaS.  

This guide describes the DataMotion SecureMail system administration features, functionality, and 
capabilities for users with Administrator and Integrator permissions. It also provides design 
considerations related to on-premises configuration of DataMotion SecureMail companies, 
subordinate organizations, and users.  

INTENDED AUDIENCE 
The purpose of this information is to describe the DataMotion SecureMail system administration 
features, functionality, and capabilities. This publication is primarily intended for a technical 
audience, primarily system architects, administrators, and integrators. 

User documentation, as well as additional technical documentation for engineers, developers, 
programmers, system administrators, and system and application integrators is also available from 
DataMotion. See DataMotion Documentation. 

ABOUT DATAMOTION SECUREMAIL 
DataMotion SecureMail provides easy-to-use encrypted email messaging and data transfer via the 
Internet for protecting all of the important information flowing between you, your business partners 
and your clients. 

SecureMail protects sensitive messages with military-grade encryption, and it allows users to send 
secure messages and files using one click, with built-in tracking of all messages and files sent, 
received, and opened. It works with popular email clients such as Microsoft Outlook, as well as on 
the iPhone and other mobile devices. Intuitive for senders and recipients, it can be up and running 
in minutes with no outside IT support. With integrated large file support, DataMotion SecureMail 
seamlessly delivers documents, images, and other large files, eliminating a significant bottleneck in 
data exchange. 
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Providing effortless secure sending from email clients and direct delivery to the recipient’s inbox, 
plus the ability to transfer large files easily from desktop clients or mobile devices, DataMotion 
SecureMail offers unsurpassed capability, flexibility, and user experience. 

DATAMOTION COMPANY BACKGROUND 
Founded in 1999, DataMotion® Corporation provides easy-to-use encrypted email, as well as a 
broad range of other secure data delivery solutions, to government, commercial enterprises, and 
non-profit organizations of all sizes. Over a million users worldwide, in industries such as healthcare, 
financial services, insurance, real estate, legal services, and government, rely on DataMotion to 
reduce the risk of data loss and regulatory compliance violations while saving money and improving 
operational efficiencies. By using DataMotion’s secure electronic delivery services, organizations 
safely and easily exchange electronic information with anyone, including employees, partners, 
customers, and third-parties. All DataMotion solutions apply military grade encryption to emails, 
attachments, files, electronic forms, and other types of information, including those sent from 
mobile devices, allowing data to travel across the Internet safely and securely. 

The following information provides a summary of relevant Governance Controls for protecting the 
Security,  

HOW TO USE THIS PUBLICATION 
The DataMotion SecureMail On-Premises System Administration Guide provides detailed instructions for 
the product. The content is organized as follows: 

About This Publication.  
Provides an overview of the content of this publication and how to use the publication.  

Chapter 1) Administrator and Integrator Privileges  
Describes User Types, Companies, Parent Companies, the Default Company, Company 
Hierarchies, and specifically the privileges associated with the Integrator and 
Administrator user types.  

Chapter 2) Design Considerations for On-Premises Systems  
Describes some design considerations related to configuration of privileges, company 
hierarchies, and user types, and offers tips on how to protect special groups of users 
against unwanted administrative access.  

Chapter 3) Access to the System Administration Console  
Describes how Administrators and Integrators can access the System Administration 
Console.  

Chapter 4) Integrator Functions  
Provides a comprehensive list of the Integrator functions.  
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Chapter 5) Administrator Functions  
Provides a list of the Administrator functions, which is a subset of the Integrator 
functions.  

RELATED INFORMATION 

DATAMOTION DOCUMENTATION 

n DataMotion SecureMail Software Development Kit Technical Reference Manual (part # 050002) 
Documents the Application Programming Interfaces (APIs), and system development, 
maintenance, and administration tools for developers. 

n DataMotion SecureMail User Guide (part # 050004) 
Provides instructions for using the products.  

n DataMotion SecureMail Administration Guide (part # 050006) 
Documents the system maintenance and administration tools for administrators. 

n DataMotion SecureMail On-Premises Configuration Guide (part # 050017) 
Documents common administration tasks for on-premises systems, including 
customizing message notification templates and configuring automatic recipient account 
creation.  

Additional documentation is available on many other topics. Please contact DataMotion 
Customer Service for more information. 
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1   
Administrator and Integrator Privileges 

COMPANIES AND COMPANY HIERARCHIES 
A DataMotion SecureMail Company is a unit of organization and control for managing users 
and accounts. In actuality, a “company” could be any type of group or organization. It could be 
an autonomous business entity, or it might represent a division, branch, department, business 
unit, subsidiary, affiliate, etc., that is associated with a larger organization. User accounts are 
created in and assigned to a single specific company.  

A user who is assigned to the Administrator user type for a company is granted permissions and 
privileges to manage users and some settings for the company (see Administrator Privileges on 
page 14).  

The Default Company is actually the top-level company on the DataMotion SecureMail server 
under which all other companies or organizations are created. It cannot be deleted. The Default 
Company also holds all Recipient-level email accounts.  

Integrators can create companies as well as company hierarchies:  

n To create a company, the Integrator selects Administer your corporate accounts from 
the Admin Console, and at the bottom of the “Corporate Licenses” page, select Add.  

n To create a company hierarchy, the Integrator specifies a Parent Company ID in the 
Company Configuration. (This can be done when creating the company or when editing 
the Company Properties.)  

Company ID: The system automatically assigns a unique Company ID when a company is 
created. This includes the Default Company, which is assigned a unique company ID when the 
system is installed. All other companies created after the Default Company are assigned 
sequentially higher company IDs on the DataMotion server.  

An Integrator can manually view Company IDs assigned to existing companies by going to the 
Admin Console and selecting Administer your corporate accounts. On the Corporate 
Licenses page (where the list of existing companies is displayed), find the desired company’s 
name and point to its Company Configuration icon ( ) or its Manage Users icon ( ). The 
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browser status bar will show the Company ID at the end of the URL, e.g., “co=4493” refers to 
company ID 4493. Alternatively, you can click on one of these links to see the company ID at 
the end of the URL in the browser address bar, or you can go to the Company Properties, 
select Company Properties, and search the page for the Company ID field:  

 

PARENT COMPANY ID AND COMPANY HIERARCHIES 

The Company ID can be used by an Integrator to create and manage company hierarchies. 
An Integrator can create a company hierarchy by specifying in the company properties the 
Parent Company ID. The Parent Company ID is the master control for creating and 
managing company hierarchies.  

The Parent Company ID can be specified in the Company Configuration, either when 
creating the company or when editing the Company Properties. The field appears as 
follows in Company Properties:  

 
When you specify a Parent Company ID, it creates a hierarchical relationship between the 
parent company and the “child” company for which the Parent Company ID is specified. 
The parent company inherits the permissions and privileges belonging to the child 
company. That is, administrators of the parent company are given administration privileges 
in the child company as well. The parent company is also granted privileges for any 
companies that may be below the child company, if such a hierarchy exists.  

A company can only have one parent company, while the parent company can have 
multiple child companies. A parent company is sometimes referred to as a “landlord” 
company and its subordinate or child companies are referred to as “tenants.” 

When a company has a company hierarchy below it, a company administrator can move 
users between companies in the hierarchy and can change the user type for users. 

NOTE: The Parent Company ID is blank by default for all companies on the system. 
This means that no company hierarchy exists unless you specifically configure it. 
This also means that by default, the Default Company is not specified as a parent 
company, and therefore Default Company Admins do not inherit privileges for 
tenant companies on the system.  
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USER TYPES AND PRIVILEGES 
The User Type is how privileges, permissions, capabilities, and configurations are assigned. 
Based on the set of services your organization has purchased, DataMotion will provision several 
user types into your company account. Each user type is identified by a descriptive name.  

The default set of user types includes the following: 

n Integrator: System Integrator account with complete “super admin” privileges. 

n SecureMail 500 Admin: Standard Administrator account. 

n SecureMail 500: Standard user account (does not have administrator capabilities).  

n Secure Contact Us: (Optional, Requires Licensing) Adds one click secure messaging to 
your website.  

n Recipient: Email recipients who do not have a licensed account automatically receive a 
recipient-level account when a message is sent to them. Recipient-level accounts are 
restricted to a limited set of capabilities, such as viewing and replying to messages.  

When you assign users to a specific user type, they will receive the privileges and configurations 
established by DataMotion for that user type. A user can only be assigned to a single user type, 
but DataMotion can work with you to make adjustments to your user types if your users need 
different capabilities than what has been provided.  

For an on-premises system, the Integrator user type has the capability to create new user types 
as well as change existing user types for any companies on the system.  

NOTE: For all accounts, the Member Center page displays the user type and 
account address at the top of the screen. Administrators and Integrators can also 
determine and manage user types through the Administration Console.  

ADMIN CONSOLE 
Integrators and Administrators are provided with the administration tools through the Admin 
Console. These tools provide access to company administration, user management, cobrand 
creation, and report generation.  

The Admin Console is available from the Member Center page. 

MAIN DIFFERENCES BETWEEN INTEGRATORS AND ADMINISTRATORS 
The main differences between Integrators and Administrators are the following: 

n Integrators can configure, manage, and control all settings on the system. This includes 
the ability to create and manage companies, company hierarchies, and user types, as well 
as manage users, passwords, and system defaults, customize cobranding, and obtain full 
reports on the system.  

n Administrators can manage users and passwords, customize cobranding, and obtain 
reports for the company to which they are assigned (as well as any of its sub-companies). 
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These privileges are described in more detail in the following topics: 

n Integrator Privileges below  

n Administrator Privileges on page 14 

INTEGRATOR PRIVILEGES 
A user who is assigned to the Integrator user type is granted the most comprehensive 
permissions and privileges on the system, covering all capabilities. These privileges include the 
following: 

n *Manage all companies including the Default Company properties and settings. 

n *Create new companies and manage company configurations, including 

» *Company Information 

» *Company Properties: Control all properties, including granting administration 
privileges to a Parent Company and creating company hierarchies. 

» *User Types: Create new user types and manage existing user types. 

n Manage Users: Manage users and passwords (add, delete, change, and move users 
anywhere in the entire company hierarchy*, including the ability to re-assign users to a 
different user type).  

n Server Settings 

» Cobrand Management Console: Customize the DataMotion secure messaging portal 
brand identity for all companies*.  

» *Manage System Defaults and Settings  

n Reports  

» Message tracking report  

» User logon report  

» **Domain reports by message size, volume, date and summary  

» User reports by message size, volume, date and summary  

» TotalView report  

» Form Tracking report  

» **System configuration report  

» **Event log viewer  

*Available to Integrators (not available to Admins). **Available to Integrators and Default 
Company Admins.  
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ADMINISTRATOR PRIVILEGES 
A user who is assigned to the Administrator user type for a company other than the Default 
Company is granted a subset of permissions and privileges on the system, which are less than 
an Integrator. These privileges include the following: 

n Manage Users: Manage users and passwords (add, delete, and change users within their 
company and their company hierarchy (if one exists). If a company hierarchy exists, 
they can move users among the companies in their hierarchy and re-assign users to a 
different user type. However, the user type must be at the same level of privileges as the 
Admin (or below that); that is, an Admin cannot assign a user to be an Integrator. 

n Server Settings 

» Cobrand Management Console: Customize the DataMotion secure messaging portal 
brand identity for their company and the companies in their company hierarchy (if 
one exists).  

n Reports  

» Message tracking report  

» User logon report  

» User reports by message size, volume, date and summary  

» TotalView report  

» Form Tracking report  

SUMMARY OF ADMINISTRATOR LIMITATIONS 

All Administrators have the following limitations: 

n They cannot access or control the Integrator user type.  

n They cannot create new companies. 

n They cannot control company properties and user types.  

n They cannot manage the users in any company that is not in their company 
hierarchy.  

n They cannot move Recipient-level users. Recipient-level users are automatically 
assigned to the Default Company and can only be moved to another company or 
another user type by an Integrator.  

ADDITIONAL PRIVILEGES FOR DEFAULT COMPANY ADMINISTRATOR 

A user who is assigned to the Administrator user type for the Default Company has the 
full set of Administrator privileges plus a few more privileges than administrators of other 
companies, because the Default Company is the top-level company. These additional 
privileges include the following: 

n *View all companies including the company properties and settings, including 
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» Company Information 

» Company Properties 

» User Types 

n View All Users and properties in the entire company hierarchy (except passwords).  

n Server Settings 

» Cobrand Management Console: Customize the DataMotion secure messaging 
portal brand identity for all companies.  

n Reports  

» Domain reports by message size, volume, date and summary  

» System configuration report  

» Event log viewer  
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2   
Design Considerations for On-Premises Systems 

INTRODUCTION 
When exploring design alternatives for an On-Premises DataMotion SecureMail System 
Configuration, one of the most important things to remember is that the system is highly 
customizable with great flexibility. If you do not see a way to achieve your design goals, contact 
DataMotion Support to find out the alternatives available.  

PROTECTING USERS AGAINST UNWANTED ADMINISTRATIVE ACCESS 
If you have a user or group of users (“protected users”) and you want to protect their accounts from 
access even by administrators, your system design should take the following into consideration: 

n User Type Assignment  

» Standard Users: The typical way to limit privileges for users is to assign them to a 
standard user type, such as the SecureMail 500 user type. If desired, an Integrator 
could also create a new user type with more limitations than the standard user type.  

» Limit Integrators: Limit the number of Integrators, because Integrators can 
manage any user account, including changing the password on any account. Because 
the Integrator user type has full “super user” permissions on the system, you may 
want to pay particular attention to limiting how many people are assigned to this role. 
However, you must have at least one Integrator. 

» Limit Administrators: Limit the number of Administrators for that company, 
because they also have user account management rights, including changing account 
passwords. You do not have to assign an Administrator to every company. However, 
if a company does not have an Administrator assigned, the Integrator is the only one 
who can perform administration for that company.  

n Company Structure 

» Assign Protected Users to a Protected Company: You can assign protected users 
to a company that does not have an administrator, so that only an Integrator can 
manage their accounts.  
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» Avoid Granting Permissions to a Parent Company Above the Protected User 
Company: If you want to limit administrator access to the protected user company, 
do not assign a Parent Company in the Company Properties. (See Parent Company ID 
and Company Hierarchies on page 11.) 

EXAMPLE 

A company wants to protect the accounts of its executive staff from unwanted administrative 
access. To do this, it can a number of different approaches, including the following ones:  

n Approach #1 — Place Executive Staff in Default Company: Place the executive 
staff user accounts in the Default Company with no Admin or standard user accounts 
assigned to the Default Company. That way, the only administrative access allowed to 
these accounts is by an Integrator. 

n Approach #2 — Place Executive Staff in Protected Company: Place the executive 
staff user accounts in a “protected” company (e.g., “ExecStaff”) that has no Admin or 
any other standard user accounts assigned to it. That way, the only administrative access 
allowed to the ExecStaff company and its accounts is by an Integrator. Do not assign a 
Parent Company to the ExecStaff company to avoid granting permissions to the 
administrators of a parent company.  

Other types of protected configurations are possible, given the capabilities described in 
Chapter 1: Administrator and Integrator Privileges. 

OTHER SECURITY CONTROLS 
There are a number of customizable security controls in the system, and a quick way to review them 
is to examine the Integrator functions for Company Properties on page 25 and User Types on page 31.  

As an example, in the properties for User Types, you can restrict access for users of that type 
through a whitelist of IP addresses: 

  
A separate IP whitelist can be applied to the user types for Integrator, Admin, SecureMail 500, and 
any other user type that you create.  
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3   
Access to the System Administration Console 

ACCESS THE ADMIN CONSOLE 
Integrators and Administrators can access the Administration Console from the Member Center. 
You must be logged into the system with your Integrator or Admin credentials.  

On the Member Center page, click the Administrative Tools link to access the Administration 
Console page. 
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The Admin Console page is displayed, similar to the following.  

NOTE: The page will have different functions available on it depending on whether 
you are an Integrator or Administrator. The Integrator version is shown here. 

 

To access the Integrator or Administrator functions, refer to one of the following sections: 
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4   
Integrator Functions 

An Integrator is granted the most comprehensive permissions and privileges on the system, covering 
all capabilities.  

This section contains a comprehensive list of the Integrator functions. Most functions are self-
documenting, because they have descriptive text explaining their application. However, some sets of 
functions were created for very specific purposes and apply only in certain circumstances, such as 
when customizing a particular type of interoperation, and they may also require special licensing. 
Not all DataMotion customers will be interested in these functions, and if a function or set of 
functions sounds obscure to you, in all probability, it would have no usefulness in your case.  

NOTE: Function sets that are only available to Integrators are noted at the beginning of 
the function set section.  
 
A small subset of Integrator functions is also available to Administrators. These are listed 
in Chapter 4: Integrator Functions.  
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ADMIN CONSOLE 

 

 

CORPORATE LICENSES (ADMINISTER CORPORATE ACCOUNTS) 

 
The Company Configuration icon ( ) and the Manage Users icon ( ) are used to navigate to the 
Company Configuration and Manage Users pages respectively. 
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COMPANY CONFIGURATION 
NOTE: Only an Integrator or Default Company Administrator can manage Company 
Configuration.  

To access the Company Configuration page, click the ( ) icon on the Corporate Licenses page. 

 
The Company Configuration page is displayed, with a navigation panel on the left that allows you to 
select the various configuration settings, similar to the following: 
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COMPANY INFORMATION 

NOTE: Only an Integrator or Default Company Administrator can manage Company 
Information. 

NOTE: As an Integrator, the checkboxes that are seen throughout the Company 
Information page, can be checked to enable editing permissions of the selected 
settings to Administrators of subtenant companies. For information regarding what 
settings the admins of subtenant companies will be able to edit in the company 
configuration screen  
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COMPANY PROPERTIES 

NOTE: Only an Integrator can manage Company Properties. 
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USER TYPES 

NOTE: Only an Integrator or Default Company Administrator can manage User 
Types. The exception to this rule, is that the Default Company Administrator cannot 
view or edit the Integrator User Type. 

The following User Types are the default user types provided to all customers. 

SecureMail 500 
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SecureMail 500 Admin 
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Integrator 
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MANAGE USERS 
To access the Manage Users page, click the ( ) icon on the Corporate Licenses page. 

Note: Integrators have the capability on the Manage Users page to select all users on the system at 
once from the Select a User Type… drop-down menu.  
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MOVE USERS 

If you have subtenant companies whose Parent ID’s are the same as the tenant company’s ID 
then the administrator will see an additional set of drop-downs and text fields. These fields are 
in place for the admins to move users between company’s. 

 

ADD USER 
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BULK IMPORT OF USERS 
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UPDATE USER 

 

DELETE USER 
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SERVER CONFIGURATION 
NOTE: Only an Integrator can manage Server Configuration. 

To access the Server Configuration page, click Manage system defaults and settings on the 
Administration Console page. 

 
The Server Configuration page is displayed, with a navigation panel on the left that allows you to 
select the various configuration settings, similar to the following: 
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GENERAL SERVER SETTINGS 
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OUTBOUND MAIL SETTINGS 

 

 



 

4   
Integrator Functions 

 
Page 59 

Copyright © 2008 – 2020, DataMotion, Inc. All rights reserved. 

Ñ Confidential and Proprietary Information [#050034–02] É  

/SecureMail  

On-Premises System Administration Guide v2 

SERVICES 
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CLIENT SOFTWARE 

 

OPTIONS 
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COBRAND MANAGEMENT CONSOLE 
To access the Cobrand Console, click the Cobrand Management Console link on the Administration 
Console page. 

 
The Cobrand Console is displayed. It is fully documented in the DataMotion SecureMail Administration 
Guide.  
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5   
Administrator Functions 

An Administrator is granted a subset of permissions and privileges on the system, which are less 
than an Integrator. These Administrator functions are shown in this section.  

ADMIN CONSOLE 
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ADMINISTER CORPORATE ACCOUNTS: CORPORATE LICENSES 
The Corporate Licenses page contains all of companies that an Administrator is able to see on the 
system. Depending on their hierarchy level they may be able to see all of the companies or only a 
few of the companies. 

 
 

MANAGE USERS 
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MOVE USERS 

If you have subtenant companies whose Parent ID’s are the same as the tenant company’s ID 
then the administrator will see an additional set of drop-downs and text fields. These fields are 
in place for the admins to move users between company’s. 

 

ADD USER 
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BULK IMPORT OF USERS 
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UPDATE USER 

 

DELETE USER 
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COMPANY CONFIGURATION FOR ADMINISTRATORS OF SUBTENANTS  

An Admin of any company that has a local installation will be able to view and modify various 
sections of a company’s information within the Administrative Tools if a company Integrator 
has enabled them for editing. To reach these settings perform the following steps: 

1. From the Member Center page, click the Administrative Tools link. 

2. Click the Administer your corporate accounts link. 

3. Click the  icon. 

When the page opens the Company Configuration will be displayed containing the configurable 
settings.  

NOTE: These settings must be enabled by an integrator for an admin to view and 
edit within the company.  

Company Information Settings 

The Company Information page  will contain all of the information about the company on 
the system. Most of the information on this screen is simple contact related information, 
with the exception of the General section, and the Licenses section.  

The General section shown in the Company Information Settings image below, contains 
information regarding the name of the company in the system as well as the cobrand to be 
displayed for the web portal. The Licenses section (also shown in the Company Information 
Settings image), contains the User License count which determines the number of users the 
company can have, as well as the Start Date and End Date of the company which is used 
to determine when the company will expire. 

NOTE: If it is known that a company is going to continue using the DataMotion 
SecureMail service, it is recommended that the End Date be updated accordingly. 

The Company Information of sub tenant companies below the administrator’s company 
can also be viewed and controlled in the same fashion.  
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Company Information Settings 
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Company Properties 

These settings control a large majority of the functions that are available on the SecureMail 
platform. The settings that are present on this page are broken down into number of fields 
that control different parts of the platform. All of the screens shown in the following 
sections have been broken down to show the various settings in correspondence to specific 
functions for easier viewing. 

Please note that any changes made to Company Properties must be saved using the Save 
button. 

 

General Settings 

Settings controlled under this section pertain to high level information for the system. 
The settings have accurate descriptions present on the page already, but are listed in 
this section in order to provide extra information for specific settings. Settings that do 
not require any additional  

n Parent Company ID: Only an administrator of the parent company can edit 
this field. It is grayed out to symbolize this fact. 

n Company Domain List  

n Automatically Create Sender Accounts  

n Trial End Date: This field cannot be edited by anyone other than an integrator 

n Trial Start Date: This field cannot be edited by anyone other than an 
integrator. 

n Time Zone: The drop-down contains a list of options that can be selected 
from the Greenwich Mean Time 

n Global Address Book 

n Company Title 

n Date Time Format: The drop-down contains options for date-time formats 
used around the world. 

n XDR Service URL 
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General Settings 

 

Create Message – Interface Settings 

There is only a single setting under this section, which overall has minimal effect on 
the system on its own. As stated in the setting description below, configuration of the 
Allow Sender Initiated PDF Push is controlled by User Type, however only system 
Integrators or Default Company Administrators can access these settings. Whomever 
holds those positions within the company must be contacted in order to properly 
configure this setting for users. 

Interface – Create Message Setting 

 

Message Settings 

All notification emails sent out by the company can be customized using the settings 
in this section. The way that the notifications are formatted for either Text or HTML, 
the company name sent in the title, and the support email within the notification can 
be changed as desired. Refer to the image below for descriptions of the settings as they 
appear on the web portal. 
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Message Settings 

 

Attachment Settings 

There is only a single attachment setting that can be   
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COBRAND MANAGEMENT CONSOLE 
To access the Cobrand Console, click the Cobrand Management Console link on the Administration 
Console page. 

 
The Cobrand Console is displayed. It is fully documented in the DataMotion SecureMail Administration 
Guide.  

 
 

*     *     * 

This represents the end of the DataMotion SecureMail On-Premises System Administration Guide.  
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