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COPYRIGHT AND LEGAL NOTICES

Copyright © 2025, DataMotion, Inc. (“DataMotion”). ALL RIGHTS RESERVED.
Your right to print, copy, reproduce, publish, or distribute this document or parts of this document is limited by
copyright law.

DataMotion is a registered trademark of DataMotion, Inc.
*All other brand and product names are trademarks or registered trademarks of their respective companies.

All contents of this document are furnished for informational use only and are subject to change without notice
and do not represent a commitment on the part of DataMotion Inc. and its affiliates or subsidiaries
(“DataMotion”). Reasonable effort is made to ensure the accuracy of the information contained in the document.
However, DataMotion does not warrant the accuracy of this information and cannot accept responsibility for
errors, inaccuracies or omissions that may be contained in this document.

IN NO EVENT SHALL DATAMOTION BE LIABLE FOR INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES OF ANY KIND ARISING FROM ANY ERROR IN THIS DOCUMENT,
INCLUDING WITHOUT LIMITATION ANY LOSS OR INTERRUPTION OF BUSINESS, PROFITS,
USE, OR DATA.

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH DATAMOTION
PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY
INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED
IN A SIGNED AGREEMENT BETWEEN YOU AND DATAMOTION, DATAMOTION ASSUMES NO
LIABILITY WHATSOEVER, AND DATAMOTION DISCLAIMS ANY EXPRESS OR IMPLIED
WARRANTY, RELATING TO SALE AND/OR USE OF DATAMOTION PRODUCTS INCLUDING
LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE,
MERCHANTABILITY, OR INFRINGEMENT OF ANY INTELLECTUAL PROPERTY RIGHT OF A
THIRD PARTY.
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INTRODUCTION

This release note provides information about the DataMotion SCP Release 7.20. This release is a culmination of
bug fixes and enhancements for the platform in this release. General updates and platform improvements have

also been performed for maintenance purposes to enhance the overall user experience.

NEW FEATURES IN THIS RELEASE

MULTI-FACTOR AUTHENTICATION

This release includes the option to utilize multi-factor authentication when logging into the Secure Platform
via the standard username and password login mechanism. When using this feature and logging into the
platform using the standard username and password method you will be greeted with something like this:

SECURE MESSAGE CENTER

Choose a method to
retrieve your One-Time

S —
:/|/|O|'|Onm |

There are two options currently available that being Email or an Authenticator app via Setup Authenticator.
NOTE: If you decide to use the Setup Authenticator method, you will still need to use an Email code at least once.

When selecting Email, you will receive a six-digit code at your account’s registered email address which

should look something like this:

DataMotion access code inbox x

notify-ga@datamotion.com
tome «

Access code: 487377. This code will expire within 300 seconds.

Enter the code from the email you received into the Sign In area as shown below.

SECURE MESSAGE CENTER

Please enter the six digit code that was
delivered to your email.

487377

LER 1§/ i Resend Code  Cancel
s m
L ™

If you selected only the Email option you will be signed into your account and this setup will be complete.
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If you chose the Setup Authenticator option continue reading and perform the setup steps below.
NOTE: At this time the options available for Authenticator apps to utilize for signing into the Secure Platform include:
m  Microsoft Authenticator
m  Google Authenticator
B FreeOTP

Choose an authenticator application and utilize the QR code to begin the setup process for your chosen

application.

SECURE MESSAGE CENTER
Mobile Authenticator Setup

R A\ You need to set up Mobile
[N B | a q Authenticator to activate your
s N account.

L
L 1. Install ane of the following applications on your
uny mobile:
“m ™

Microsoft Authenticator

Google Authenticator
FreeQTP

2. Open the application and scan the barcode:

Unable to scan?

3. Enter the one-time code provided by the

application and dlick Submit to finish the setup.

Provide a Device Name to help you manage your
OTP devices.

One-time code *

Device Name

[ Sign out from other devices

Retrieve the six digit code from your application and enter it into the One-time code area.

You can optionally enter a Device Name for easier reference. This is recommended especially if you intend to

use multiple devices.
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SECURE MESSAGE CENTER
Mobile Authenticator Setup

— A\ You need to set up Mabile
LB B | q q Authenticator to activate your
i account.
snmy L]
"aN 1. Install one of the following applications on your
uy mobile:
= m ™

Microsoft Authenticator

Google Authenticator
FreeQTP

2. Open the application and scan the barcode:

Unable to scan?

3. Enter the one-time code provided by the

application and click Submit to finish the setup.

Provide a Device Name to help you manage your
OTP devices.

One-time code *

881150

Device Name

| Pixel 2 Pr] |

Sign out from other devices

Click Submit to finish setup and sign into your account.

CHANGES AND ENHANCEMENTS IN THIS RELEASE

SECURITY IMPROVEMENTS

Numerous overall security improvements have been made as part of the secure platform’s standard

development and DataMotion’s continuous security improvements efforts.

ACCESSIBILITY IMPROVEMENTS

As of this release extensive accessibility improvements have been implemented to enhance the Secure
Platform to be up to date WCAG standards and to meet compliance with numerous accessibility regulations.
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RESOLVED ISSUES

The following-reported issues have been resolved in this release. If this is a Maintenance Release, the most recent
Maintenance Release is listed first. (Note that some Maintenance Releases may not be listed because they do not

always require documentation).

Table 1. Resolved Issues

Original Issue Description/Resolution

The web portal’s CSP Updates to the CSP on the web portal of the Affected the web portal of the
was showing known Secure Platform have been made to ensure Secure Platform. Addresses
issues. there are no further issues. Ticket#10236550

KNOWN ISSUES

The following table includes known issues discovered but not resolved as of this release.

Issue

When changing a user’s username, there is no warning given to the user and they are logged out.

In the Account Type Settings Report some Previous Value fields are not displayed when after changing a
setting.
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